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F R O M  T H E  E D I T O R

We aren’t a news magazine, and we
don’t cover current events except

as they relate to our industry, so I had to
think long and hard about what to say in
this edition. Nevertheless, I decided that
at least in my editorial, we would re-
member September 11th.

Our premier issue was launched the
week before the attack. As you may know,
the publishing company is in New Jersey,
a few miles from the New York border.
And I live in New Jersey and work there, as
well as in New York city itself.

On the 11th, I was driving to West
Orange, which is about 20 miles away from
NYC. There’s a high ridge on the way to my
office, from which you can see the skyline,

or at least a bit of it, on a clear day. That day, I saw a plume
of smoke at a little after 9 a.m., as I crested the ridge. My cell phone sprang to life, with friends who
were watching the news telling me of a plane crash, and warning me not to go into the tunnels to the
city, as I often do. Later that day, I took one of my colleagues to my house, since it was impossible to
return to NYC that day.

We recently held our second annual Web Services Edge conference at the Javits Center, which
attracted over 7,000 attendees. As the tech chairman, I was both honored and humbled to be in the
city again. Our first show was September 24-27, less than two weeks after the attack. Although we
had some cancellations, we carried on, as Rudy Guiliani asked, with “business as usual.” And 2500
people turned out to carry on with us. 

During the week, I went down to Ground Zero for the first time. It was strange, and I couldn’t
quite grasp the enormity of it all. Then I got my bearings, and saw that a park I used to walk through
on my way to Wall Street had been turned into a parking lot for emergency vehicles. The whole world
tilted for a moment, and I stopped walking and just stood there. The friends who were with me even
got concerned. But it was only then that the full impact hit me. I knew where I was, and knew that
the street I walked on, close to the gigantic hole in the earth, was the same street that I had emerged
to countless times from the PATH train. 

I often work in an office above Grand Central Station. And I see the signs, the postings from
people who’ve lost loved ones, in the corridors of the station. It’s a moving, chilling experience. I
see the notes, taped to pictures of lost relatives, from others who knew them, and who wanted to
let them know that they too grieved for the loss.

We at the magazine also grieve. Each of us knew someone who was there who survived, or
who didn’t. My sympathies and condolences go out to every family who lost a loved one during
that merciless day, be it in New York, Washington, or the woods of Pennsylvania. 

I can only say that we here at SYS-CON, like many others in the United States, have learned to treas-
ure our freedom even more dearly. I value highly, and closely guard, the right to express my opinion, and
for others to do the same. I’m proud to live in the United States of America, where we are free to speak
our minds, and willing to give our lives for such freedom. Thank you to those who have given all, our 
servicemen and women, and all who have striven to make our country safe for freedom.

God Bless America.
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Promise:Web services will be revolutionary!
Reality: What’s a Web service for?
What’s the investment case?
Problem: Most discussions of new solutions
based on Web-services architectures focus
on them from an IT-centric perspective
Solution: An alternative view that helps to
envision new solutions and prioritize invest-
ment in them starts with understanding busi-
ness processes end-to-end from the per-
spective of user experiences. Specifically:
• Are users’ choices usefully expanded?
• Is the aggregation of information automat-

ed sufficiently to save valuable time?
• Do integration savings get channeled into

features, content enhancement, and de-
sign improvements that raise user adop-
tion and retention?

A Better Noise Filter
Web services, XML, UDDI, SOAP,

WSDL, .NET. Today it seems that anyone
even thinking of investing in technology
to solve a business problem is immediate-
ly overwhelmed by a cacophony of alpha-
bet soup–like acronyms with the common
promise of… well, just what isn’t entirely
clear. But “this is going to be really big, so
you have no choice but to pay attention.”

Many clients have asked us for help in
making sense of these new technologies.
They ask, “What possibilities – both op-
portunities and threats – do these tech-
nologies imply for us?”, and “What should
we do about them?”.

We think about questions such as these
“outside-in.” To what business process
will a new technology be applied? How

AUTHOR BIOS: 
Andrew Bibby is VP, Client Services and
Alliances, Razorfish. Andrew ensures that
value is driven by major alliances through-
out the client-services organization. He has
16 years of experience developing and

implementing both project and relationship management
methodologies in the professional services industry.
ANDREW.BIBBY@RAZORFISH.COM

Cesar Brea is senior vice president of Sales and
Marketing at Razorfish. He leads Razorfish’s
marketing and sales initiatives, including strate-
gies and programs to position and communicate
the Razorfish brand and service offerings to

Fortune 1000 decision-makers and market influencers. Prior to
his current position, Cesar worked with Razorfish as a consultant,
adding value to its sales and marketing efforts.
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will it change the experiences of the vari-
ous users who are involved in the business
process? What economic impact could
those changes have?

Web Services for 
Business People

Just what the world needs: another
Web services primer! But unfortunately, to
imagine what a new technology makes
possible in any original way requires at
least a basic understanding of how it
works. 

Consider this analogy:
The Human Experience: You are a tax

accountant who specializes in the An-
dorran tax code. You need a job. Your
friend helps you write a summary of your
experience in English using a convention-
al resumé format and posts it on Mon-
ster.com. With luck, an employer browses
the site, you get a phone call or email,
you’re hired, and you have a long and
lucrative career.

The Machine Experience: You are an
Andorran tax accounting program. Your
authors write what you do in a program-
ming language, following a protocol or
format called SOAP, using a conventional
structure called “WSDL (Web Services
Description Language).” They post you on
a “UDDI (Universal Description, Dis-
covery, and Integration) registry.” With
luck, a financial accounting package that
doesn’t calculate Andorran taxes itself
browses this registry, identifies you as a
relevant “Web service,” and you get a
“Remote Procedure Call” or “RPC” (itself
expressed in SOAP). You return a valuable
answer, and earn your subscription fee or
“micropayment.”

Continuing this analogy, if your
authors are Microsoft customers they will
use tools such as Visual Studio .NET to
write in Visual Basic just as Microsoft
Word is used to write English. SOAP is a
protocol – an agreed-upon format for
transmitting data between a Web service
and the application that would like to use
it (in this case, the financial accounting
package). Microsoft BizTalk servers are
the traffic cops that log incoming
RPCs/requests and route them to appro-
priate Web services.

The bottom line: With the proliferation
of valuable content and applications

made possible by the Web, there is a huge
opportunity associated with automating
the discovery and exchange of those
assets. Just as people use tools and con-
ventions such as search engines and
“About Us” pages, machines need conven-
tions to find each other and communicate
effectively. A Web service is thus a com-
puter program exposed to and used by
other computer programs across the Web
using pre-agreed conventions as its lingua
franca.

Great! Now What?
Okay, we now understand there is a

commonly agreed way to get programs
talking to other programs over the
Internet. Which programs and why?

People and programs work together
toward various objectives through “busi-
ness processes.” For example:
• A customer interacts with salespeople

and/or a Web site to identify and pur-
chase a product to meet a particular
need.

• A manufacturer interacts with various
suppliers to line up various resources.

• A channel partner checks on inventory
to make sure it can fulfill orders it has
taken on behalf of the manufacturer.

Each of these processes typically en-
compasses several major activities. For
example, selling something involves:
• For a successful sale, a customer first

has to perceive a need, get educated
about product options, order and
receive the chosen product, and use it
successfully so it won’t be returned.

• To acquire the inputs it needs to pro-
duce a product, a manufacturer first
must identify, screen, engage, and
transact with its suppliers.

• Similarly, a channel partner must qualify
itself into the manufacturer’s distribution
program (or vice versa), and then get
“hooked up” appropriately before it can
view inventories. The partner may even
need to attain certain performance levels
before it will receive allocations of popu-
lar but scarce products.

Each of these activities is both enabled
and constrained in certain ways by the
technologies applied to it. Consider
these three examples:

• Our customer may have received a CD
from a financial planning software com-
pany with a “configurator” application to
help him think through his needs and
determine which of the company’s offer-
ings might best fit those needs. Let’s
assume that unfortunately the customer
left the CD at home and he’s on vacation.
There happens to be a new Web-based
version of the program that he could use
available at a nearby Internet café, but the
program requires up-to-date information
from various financial services providers,
and is not yet able to reach across the Web
to get the information directly from them.

• Our manufacturer had joined a consor-
tium to sponsor and exchange informa-
tion and resources, and spent many mil-
lions implementing the software and
recruiting suppliers. Unfortunately, ad-
verse selection lowered the quality of the
supplier pool, and the exchange never
aggregated enough demand to attract the
best suppliers in the market. Now our
manufacturer needs to create closer ties
with his preferred vendors, but must find
an inexpensive and nonproprietary way
to connect with them.

• Our value-added reseller combines
products from multiple plants in our
manufacturer’s network to create solu-
tions for her customers. Tracking inven-
tories online allows her to do some “crit-
ical path planning” so she doesn’t take
assets onto her loading docks and bal-
ance sheets in advance of the full solu-
tion being ready to roll. Unfortunately,
the manufacturer’s plants, brought to-
gether through many acquisitions over
the years, have implemented EDI links to
their distributors inconsistently and at
great cost to all parties. The result is that
the process of managing a “bill of mate-
rials” for the final shipment is manually
intensive and error-prone.

A “Web services” approach to the sup-
porting technologies for each of these
examples could change the user experi-
ence both within each activity and across
the entire process. For example:
• If the financial services vendors’ applications

were to be made available as Web services,
the Web application that our customer visits
from the mythical Internet café could deter-
mine the impact that day-to-day changes in

Sonic
Software
www.sonicsoftware.com/websj
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his investment portfolio would have on the
length and amenities of the yacht he can
afford to buy.

• By exposing elements of their respective
supply-chain planning platforms as Web
services based on neutral protocols, our
manufacturer and its suppliers can ex-
change demand forecasts and inventory
information automatically, without com-
mitting to expensive and proprietary for-
mats (assuming their industry already has
an agreed-upon XML “DTD” or dictionary
that defines which tags stand for what
data elements).

• Just as our manufacturer could work with
its suppliers, our reseller can work with
plants from which it sources parts to
“wrap” and “expose” inventory applica-
tions as XML-based Web services that the
reseller’s tracking applications can “con-
sume.” If the reseller’s own supply net-
work comes up short, it can “browse”
UDDI registries for other vendors that
meet its needs.

What is the value of these solutions? First-
order effects include:
• Lower integration costs: A good rule of

thumb from the ERP implementation
world of the early ’90s was that integration
costs would run 3x original license costs.
In the more significantly networked
Internet world of the early 21st century,
some top analysts estimate that this multi-
ple has increased to 10x. Since not every-
one can afford 10x, a lot less integration
will take place unless an alternative, less-
expensive approach can be found. Enter
Web services, based on a lingua franca
without proprietary technology require-
ments.

• Expanded choice: Automated search in-
creases the likelihood of finding an alter-
native source of supply, distribution, or
information.

• Increased service performance throughout a
given business process: Because supply, dis-
tribution, and information options have
increased, waiting time for any item in a
business process “queue” will decline.

Second-order effects are equally powerful:
• Employees are freed from manual and

mechanical search and aggregation
tasks and can focus on service and
innovation.

• Customers experience greater choice, bet-
ter and faster service, and lower costs
when they conduct business with vendors
whose infrastructure is enabled through
Web services.

From Here to Where?
How do we go about realizing this glorious

future? There are three questions to be
answered:
1. What business process offers the greatest

return on investment from improvements
made to it? 

2. What specific change in a given business
process drives the most improvement in
performance?

3. Is a fix based on Web services the most
appropriate solution?

Answering the first question requires some
strategic research, such as:
• Modeling the value of improvements in per-

formance to customers (or other consumers
of the outputs of a given business process)

• Benchmarking how such improvements
would position your organization relative to
competitors

Good answers for the second question can
be found through basic business process
analysis and redesign:
• Mapping steps in a process, and associated

performance metrics (time, cost)
• Understanding the resources (material,

human, technical) employed at each step

As for the third question – “Are Web servic-
es the answer?” – it makes sense to look
beyond what you do see to what you don’t:
• What valuable information that might

help answer customer questions or issues
is not provided due to cost or availability
limitations?

• What segments of suppliers or distributors
are not included in current networks due to
cost or technology?

Practical Magic
Web services are subject to network effects.

The more of them that exist, the more valu-
able they are, and the challenge is that we are
just at the dawn of the Web services era. Since
the use of Web services is a fairly new concept,
it is also still relatively expensive to imple-
ment. And since the pool of available Web
services and users is still nascent, the return

on the initial investment is limited.
Fortunately, major information technol-

ogy infrastructure vendors understand
these issues and are lowering the cost and
complexity barriers to getting started. Major
telecom vendors are getting into the UDDI
registry business – essentially Yellow Pages
for computers. Early pricing is quite favor-
able. Vendors such as Microsoft and Sun
Microsystems have developed frameworks
for building and deploying applications so
that the last step – exposing them as Web
services that can be consumed across a net-
work – occurs automatically. Microsoft’s
.NET family of products is probably the best
example of this.

What tools you use depends a lot on where
you start. If you’re already a Microsoft shop,
you’ll likely want to stay that way in the .NET
world. If you’re not, you will need to weigh the
advantages of Microsoft’s approach versus
other vendors such as Sun or IBM, taking into
account the cost of required infrastructure
changes. The good news is that the steep per-
formance improvement “curves” in the IT
business drive significant cost-improvement
opportunities in infrastructure over relatively
short time horizons. Therefore, such infra-
structure transformations are not only realis-
tic but also often attractive.

Parting Thoughts
You’ve run focus groups; customers tell

you they love the improvements you’re pro-
posing. You’ve benchmarked: none of your
competitors would, or could, get close.
You’ve mapped processes and found the
“Herbie,” or the bottleneck.

You’ve architected a cutting-edge, Web
services–based solution.

On paper it sounds brilliant. But as we
have all discovered, in practice there is a
lot more to “getting the horse to drink.”
Chief among these factors is usability,
both in the narrow sense of a tool itself,
and viewed against a backdrop that re-
veals how well the tool would fit in a per-
son’s everyday life.

In short, don’t forget that while im-
proving the user experience may start
with major performance gains through
Web services–enabled business process
redesign, it’s unlikely to end there. A smart
investment program will consider ancil-
lary usability issues to maximize available
returns.  

Sitraka
www.sitraka.com/jclass/ws
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Written by Helen Thomas

Enterprises are beginning to develop and deploy applications with Web services,
a standards-based approach to achieving application interoperability. Web
services technology is enabled by a set of standards that specify description,

discovery, and invocation via the Internet.
Web services has the potential to remove the long-standing barriers between 

software applications, simplifying partner integration, cutting development time and
costs, and extending the lifetimes of legacy systems.Unfortunately, the Web services
model isn’t without drawbacks; first and foremost are performance and scalability.
Through close analysis, it’s apparent that the technologies that underpin Web 
services involve significant overhead. If these inefficiencies aren’t addressed, the via-
bility of the Web services paradigm could be threatened.  

This article examines the bottlenecks inherent in existing Web services 
technologies and explores optimization techniques that can be used to mitigate
these bottlenecks.

Overview of Web Services
Before delving into the bottlenecks asso-

ciated with the Web services framework, it’s
useful to examine the details of the underly-
ing technologies. This article assumes that
you are familiar with existing Web servic-
es–enabling technologies: Simple Object
Access Protocol (SOAP), Web Services Des-
cription Language (WSDL), and Universal
Description, Discovery, and Integration
(UDDI).

SOAP is an extensible XML messaging
protocol. It defines an XML encoding for
function calls and their parameters, allow-
ing applications to communicate with one
another regardless of their environments.
WSDL is an XML encoding for the descrip-
tion of Web services, specifying properties
of services, such as what a service can do;
how to invoke it; and where it resides. UDDI

is a repository-based registry service for
finding and publishing Web services.

Let’s look at an example of Web services
message exchange to see how these tech-
nologies work. Consider a portal application
that serves stock quotes, weather, and news,
each retrieved from its respective service
provider. We’ll use the stock quote example
to examine the Web services interaction in
greater detail. We’ll assume that the portal
has already identified the provider and has
obtained the service description, i.e., WSDL.
(These steps can be handled easily using the
UDDI find and publish APIs.) Also, while
SOAP is independent of transport protocol,
we’ll consider SOAP over HTTP in this arti-
cle, since this is the most commonly used
transport.

In the example shown in Listing 1, the
portal application is the Web service con-

sumer, and the stock quote service is the
provider. The consumer and provider appli-
cations must each perform several tasks to
complete the stock quote Web services
transaction. The consumer executes a pro-
gram that prepares a SOAP request, sends it
to the provider over HTTP, receives the
SOAP response, extracts the response, and
performs postprocessing to convert the
response into a format appropriate for con-
sumption. Listing 2 provides sample Java
code for a consumer application that per-
forms these tasks. This example is based on
the Apache SOAP implementation. 

To retrieve the quote for “IBM,” invoke
this program using the following command:

>java getQuote

http://localhost:8080/axis/servlet/oper-

outer  

AUTHOR BIO: 
Helen Thomas is the CTO and cofounder of Chutney Technologies,
a software company that develops solutions to improve the scala-
bility and performance of enterprise applications.  She is also an
Assistant Professor of Management Information Systems at

Carnegie Mellon University.  Helen received her Ph.D. from Georgia Tech, an M.S.E.
degree in Operations Research and Industrial Engineering from the University of
Texas, and a B.S. degree in Decision and Information Sciences from the University of
Maryland.
HELEN.THOMAS@CHUTNEYTECH.COM

SpiritSoft
www.spiritsoft.com/climber



w w w . w s j 2 . c o m September 2002 13w w w . w s j 2 . c o m12 September 2002

The input arguments represent the
method name, service URL, and parame-
ters (symbol in this example), respective-
ly. These values are obtained from the
WSDL for the service. The program first
processes these input arguments, which
are used to build the call object. Next, the
call.invoke method prepares the SOAP
request, sends the request over HTTP, and
receives the response.Finally, the re-
sponse is checked for errors and any
needed post-processing is done. Figure 1
illustrates these consumer-side tasks in
detail.

The SOAP-specific steps that must occur

on the consumer side typically include the
following: 
• A SOAP client object is created.
• The service method and parameters are

obtained. These items may be read from
the WSDL file, which may or may not exist
locally.

• The parameters needed for the method
call are serialized into a SOAP request
(XML format).

• The SOAP request message is encoded
into an HTTP request.

• The HTTP request is sent to the service
provider.

• The HTTP response is received.

• The HTTP response is decoded into the
SOAP response message.

• The SOAP response message is deserial-
ized into the method response format.

Figure 2 shows the steps required on the
provider side. The HTTP Request Handler
forwards the request to the SOAP Dis-
patcher, which controls the SOAP process-
ing for the request:
• The HTTP request is decoded into the

SOAP request message.
• The SOAP request is deserialized, i.e., the

parameters are converted to the appro-
priate types needed to invoke the service
method.

• The service method is invoked with the
appropriate parameters.

• The service method response object is
serialized into a SOAP response message.

• The SOAP response message is encoded
into an HTTP response.

• The HTTP response is sent back to the
consumer.

Delays in Web Services
Transactions

A number of steps are required to carry
out a single Web services transaction. Each
of these steps adds delays to the end-to-end
service response time. The specific delays
associated with Web services can be identi-
fied as follows:
• Object instantiation: Object instantia-

tion occurs on both the consumer and
provider sides. The consumer, for in-
stance, creates a SOAP client object. The
provider usually creates application ob-
jects needed in executing the service
method logic. Creation of such objects is
costly in terms of processing and I/O
operations.  Furthermore, object creation
increases the burden of memory manage-
ment, i.e., garbage collection in Java envi-
ronments, which can severely impact
application performance.

• Serialization/Deserialization: Serializa-
tion and deserialization occur on the con-
sumer and provider sides. These tasks re-
quire parsing operations, adding delay.

• Encoding/Decoding: Encoding and de-
coding occur on the consumer and pro-
vider sides. These steps require string pro-
cessing operations, adding delay.

• Service method invocation: Service
method invocation occurs only on the
provider side. In addition to object cre-

ation, this step often includes numerous
other tasks, such as I/O calls to databases
and data transformations. In addition, the
multilayered application-design ap-
proach followed by most enterprises typi-
cally incurs cross-tier communication
costs since the applications that create
objects often involve several layers of
nested callouts.

• Network transmission: The exchange of
SOAP messages between the participating
applications occurs over a network.
Regardless of whether these applications
reside locally or remotely, each Web ser-
vice exchange requires network commu-
nication. Thus, for each service invoca-
tion, communication between the two
applications requires traversal of a net-
work protocol stack (e.g., TCP/IP), which
adds to the service response–time latency.
This problem is exacerbated by the
increased bandwidth requirements of
SOAP, which is a text-based protocol.

It’s important to note that each step must
occur for each Web service request. Re-
ferring to our portal example, this means
that for each request of the portal page,
these steps must occur for each of the portal
page elements (stock quotes, weather, and
news). As the number of concurrent re-
quests increases, these delays can cause
serious performance and scalability prob-
lems.

Web Services Optimization
Techniques

There are few solutions currently avail-
able to address Web services bottlenecks.
One promising technique is to employ vari-
ous types of caching in order to bypass
many of the SOAP-related operations. I dis-
cuss three broad types of Web-services
caching: consumer-side caching,  provider-
side caching, and gateway caching. 

Consumer-Side Caching
Caching the results of Web services

requests at the consumer side can reduce
the end-to-end service response time. This
type of caching has been suggested for Java
applications as well as for .NET applica-
tions. There are different ways to implement
such caching mechanisms. For instance, the
cache itself can be an in-process or an out-
of-process cache. An in-process cache is rel-
atively easy to implement and is most

appropriate for applications running on a
single application server. An out-of-process
cache allows for greater scalability and is
most appropriate for applications running
on multiple application server instances.
However, out-of-process caches are more
complex to implement and maintain.

It’s useful to look at an implementation
of consumer-side SOAP caching. As an
example, I look at an implementation that
utilizes the Cache Management design pat-
tern for caching operations. This example is
based on an implementation that utilizes
the Business Delegate design pattern. For
the sake of brevity, I consider only the
caching portion of this implementation in
this article. Listing 2 shows the cache meth-
ods for inserting into and retrieving items
from a local cache.

We use the StockQuote service example
to illustrate how consumer-side caching
can be incorporated. Listing 3 shows an
alternative version of the getQuote con-
sumer code. This code checks the local
cache for the object before invoking the
SOAP call. If the object isn’t found in cache,
the SOAP call is executed and the returned
SOAP response object is inserted into the
cache. This example uses the symbol para-
meter as the cache key.

By caching SOAP response objects at the
consumer side, the serialization, encoding,
service invocation, and decoding steps
shown in Figure 1 can be bypassed.

Provider-Side Caching
On the provider side, recall that the

HTTP Request Handler channels SOAP
requests to the SOAP Dispatcher (see Figure
2). Caching SOAP response objects can be
implemented by modifying the HTTP
Request Handler program. For instance,
with a Java-based service, the HTTP Request
Handler is a servlet that can be modified to
invoke the cache.fetchObject method be-
fore sending the request to the SOAP
Dispatcher, in much the same way as was
done on the consumer side. When a SOAP
response object is not found in cache, the
usual chain of events happens (including
service method execution), and the
cache.addObject method is invoked to
insert the response object into cache.

By caching SOAP response objects at the
provider side, the deserialization, service-
method execution, serialization, and encod-
ing steps shown in Figure 2 can be bypassed.

Conventional server-side caching tech-
niques (e.g., application server caching and
database caching) can also be employed at
the provider side to reduce service-method
execution delays.

Gateway Caching
With the rise of Web services, a new class

of solutions has emerged – Web services
gateways. Web services gateways serve as a
centralized point through which all Web
services traffic flows and provide a variety of
functionality including security, monitor-
ing, logging, and management. Although
these gateways provide such value-added
features, they also add delay since addition-
al processing operations must be performed
for each request. At a minimum, some type
of inspection must be done for each SOAP
request. In many cases, this may require
decoding and deserializing the SOAP
request, performing the required operations
(e.g., authentication and transformations),
serializing and encoding a new SOAP
request, and finally, forwarding the request
to its destination. As the number of requests
increases, the gateway can quickly become
a bottleneck.

To mitigate these delays, SOAP response
objects can be cached at gateways.  Some
Web services–gateway vendors have incor-
porated some form of caching into their
gateway products. However, most rely on in-
process caching, which suffers from scala-
bility limitations. Given this issue, expect to
see out-of-process caching incorporated
into Web services–gateway products in the
near future.

Conclusion
Web services offer the potential to

simplify partner integration, cut develop-
ment time and costs, and extend the life-
times of legacy systems. However, there
are serious performance and scalability
issues with the Web services paradigm.
Before the benefits can be realized, enter-
prises must ensure that their infrastruc-
tures are ready to handle the inherent
bottlenecks associated with Web services
transactions.

Optimization techniques, such as SOAP
caching, are emerging to address these bot-
tlenecks. The three caching techniques dis-
cussed here can help reduce SOAP-related
delays. The good news is that these tech-
niques are quite complementary, since they

FIGURE 1 Consumer-side process (Adapted from “SOAP Basics,”www.soapuser.com)      

FIGURE 2 Provider-side process (Adapted from “SOAP Basics,”www.soapuser.com)   
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each address different types of Web services
bottlenecks. With some cooperation among
consumers, providers, and intermediaries, fur-
ther optimizations are possible. For instance, if
the parties at the various endpoints are aware
of optimization techniques employed by one
another, it may be possible to eliminate certain
redundant or unnecessary operations that
could not be eliminated otherwise.
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Listing 1

public class getQuote {

public static void main (String[] args) throws Exception {

// Process the arguments.

int offset = 3 - args.length;

String encodingStyleURI = args.length == 3

? args[0].substring(1)

:

Constants.NS_URI_SOAP_ENC;

URL url = new URL (args[1 - offset]);

String symbol = args[2 - offset];

// Build the call.

Call call = new Call ();

call.setTargetObjectURI ("urn:xmltoday-delayed-quotes");

call.setMethodName ("getQuote");

call.setEncodingStyleURI(encodingStyleURI);

Vector params = new Vector ();

params.addElement (new Parameter("symbol", 

String.class, symbol, null));

call.setParams (params);

// Make the call. 

Response resp = call.invoke (/* router URL */ url, /* 

actionURI */ "" );

// Check the response.

if (resp.generatedFault ()) {

Fault fault = resp.getFault ();

System.out.println ("Ouch, the call failed: ");

} else {

Parameter result = resp.getReturnValue ();

System.out.println (result.getValue ());

}

}

}

Listing 2

public synchronized void addObject(Object key, Object

value) 

{

if (key != null && value != null) 

{

cache.put(key, value);

}

}

public Object fetchObject(Object key) 

{

if (key == null)

{

return null;

}

return cache.get(key);

}

Listing 3

public StockQuote getQuote(String symbol) 

{

StockQuote stockQuote = null;

if(symbol != null) 

{

stockQuote = (StockQuote) cache.fetchObject(symbol);

if(stockQuote == null) 

{

synchronized(cache)

{

stockQuote = (StockQuote) cache.fetchObject(symbol);

if(stockQuote != null) 

{

return(stockQuote);

}

Vector params = new Vector();

params.addElement(new Parameter("symbol", 

String.class,     symbol, null));

stockQuote = (StockQuote) soap.invoke("getQuote", 

params);

if(stockQuote != null) 

{

cache.addObject(stockQuote.getSymbol(), stockQuote);

}

}

}

}

return stockQuote;

}

Listing 1 

Listing 2 

Listing 3 

Download the code at

sys-con.com/webservices
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Written by Nigel Thomas

With the advent of J2EE 1.3, we’ve be-
come familiar with the message-driven
bean (MDB) as a key architecture 

component, and the use of asynchronous mes-
saging as an aid to application scalability. But
there are many more ways in which messaging
can be used to build robust Java applications and
Web services.

Today, as always, enterprises are faced with
the challenges of time-to-market, data distribu-
tion, and business flexibility. They are also faced
with
• Multisite or globally dispersed operations

and end users: Applications work across the
Internet and must be reliable, scalable, and
easily manageable.

• A rapid and unpredictably changing busi-
ness environment: Architects need to provide
for frequent changes during the lifetime of a
deployment.

• Demanding architectural requirements:
These requirements typically involve the
Internet, the J2EE platform, .NET, Web servic-
es, and multiple-legacy execution environ-
ments.

How can you use asynchronous Java mes-
saging to meet these challenges? In this article,
I’ll explore why, when, and how to use asyn-
chronous messaging in Java applications and
Web services. I’ll also discuss the advantages of
an asynchronous model, when to adopt a mes-
sage-based model, and typical applications of
these techniques.

I won’t compare and contrast the many dif-
ferent implementation options for Java messag-
ing for a review, see “When Should I Use JMS?”
(available at www.sys-con.com/java/article.cfm?

id=1275).

A Simple Asynchronous Model
I’m assuming that most readers are  some-

what familiar with the basic constructs of a sim-
ple asynchronous programming model, includ-
ing threads, events, and listeners, and the syn-
chronization and locking of shared data. 

These constructs are used in multithreaded
programs within a single Java VM process. The
same basic model also applies with minor
changes to C# and .NET – in fact, to any multi-
threaded model – except the construct names
are changed. Java’s synchronized keyword is
replaced with C#’s lock to control access to crit-
ical blocks of code. Essentially, events, listeners,
and synchronized data objects and 
code blocks are today’s more flexible and
sophisticated versions of earlier languages’
interrupts, handlers, semaphores, and mutex
constructs. 

The asynchronous model can certainly

increase throughput and reduce latency
(response times) even on single-processor sys-
tems, as different threads can simultaneously
consume network, I/O, and processor capacity.
On multiprocessor machines other related
processes (including database shadow process-
es) can also execute in parallel.

Figure 1 shows some typical interactions
between layers in a J2EE architecture. The gold
bars highlight periods where synchronous
activities may be blocked, waiting for return of
information from other layers. If you can short-
en the critical path of the overall process by
either returning control faster or moving work
into the gold sections, you can reduce the over-
all response time. You can also offload work into
longer-running background threads; for exam-
ple, in principle the Place Order EJB could
choose not to wait for the database update to
complete before returning control to the
servlet. 

Program threads interact through shared 
data (in process, or external) or using passed-in
parameters. The more the different threads
share data, the tighter the coupling; it becomes
much harder to maintain the components sep-
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arately. Shared data also raises the possibility of
data corruption; locks or semaphores (synchro-
nization) must be used to avoid the possibility
of two threads simultaneously updating data
objects. This complicates the programming
model and tends to reduce performance as
threads serialize (block and wait) as they queue
up for access to locked data items. 

When to Adopt Messaging
You’ve seen some of the advantages of an

asynchronous model, and at the same time
some of the limitations that a single-process,
multithreaded model can impose. Let’s look at
how moving to a multiprocess, message-based 
asynchronous model can add significant bene-
fits to your applications. 

Document-Centric Processing 
Figure 2 shows the most basic reason for

executing a business transaction using
multiple processes. In this simple example,
three actors are involved: the Traveler, the
Agent, and the Airline. Each has control
over its own activities – but no one is in
charge of the whole “conversation.” Just as
in the real world, the various parties
exchange documents (business messages,
if you like) to trigger each stage of the over-
all business transaction. This is because
there’s no single database they can all
share. This style of interaction can be
called document-centric processing to 
distinguish it from the database-centric
model commonly used to build internal
systems such as ERP and CRM. The docu-
ment (the message passed from system to
system) contains all necessary data items
and takes the same role as input parame-
ters in a well-structured function call.

Transactional Islands  
No actor in a value chain like this can safely

make assumptions about specific vendor or
technology-platform decisions made by his
partners. Each actor is a “transaction island,”
and interaction has to be loosely coupled. 

In document-centric process models (Web
services are a prime example), business conver-
sations are characterized by the different,
maybe interlocking or interlaced, transaction
scopes at work. In this type of system, messag-
ing is used to safely pass control between the
different actors without tying together their
individual physical transaction islands. 

In the flight reservation example, any flow
across the lanes (between actors) is implement-
ed as a message. Flows within a lane could also
be messages – that depends on the scale of each
separate subsystem.

An inevitable consequence of the separate
development of these autonomous systems is
that system A (the Agent) can’t know how long it
will take for system B (the Airline) to complete
its part of the conversation (reserving seats and
billing a credit card) before replying with a flight
confirmation message. In these circumstances,
a tightly coupled two-phase commit transac-
tion simply isn’t feasible – both technology and
organizational politics rule it out. 

Compensating Transactions
To be able to reverse the effect of any excep-

tions that may arise, you have to approach
errors and corrections using compensating
transactions. 

Think of using your credit card in a store. You
buy a sweater, pay with your credit card, then
notice that you’ve picked up the wrong size. The
sales assistant doesn’t simply roll back your
transaction. Instead, he or she performs a sec-

ond, compensating transaction that reverses
the effect of the mistake. You get both credit card
slips, and you should see both the debit and the
credit on your monthly statement. Any nontriv-
ial business conversation will anticipate the
possibility of errors and need for corrections. 

Figure 3, a RosettaNet model of a purchase
order, shows how both the buyer and the seller
can compensate for errors, production prob-
lems, or lack of end-user demand by varying the
details of the order over a period of hours, days,
weeks, or even months. It also highlights that
the purchase order is just one part of a bigger
buyer/seller relationship – loosely integrated
with other conversations like Quote, Forecast,
Shipment, and Billing/Payment.

The Benefits of Messaging
As before, you can benefit from im-

provements in throughput and latency – but
now in a wider range of cases. You can also
introduce scalability, as you can load balance
not just between threads on a single processor
but also across servers in clustered and distrib-
uted systems.

Messaging also offers increased reliability
and availability. Because the message server
itself can be clustered, message consumers
(such as J2EE MDBs) can be spread over multi-
ple (redundant) host servers; in the event of a
failure of one part of the message-server cluster,
message clients can seamlessly reconnect and
retransmit any unacknowledged messages. 

Finally, it’s easy to reconfigure message
flows by interfering at the message layer.
Messages can be filtered, enriched, trans-
formed, and rerouted using simple standards-
based tools such as XSLT; or published on a
topic to multiple subscribers. Any message bro-
ker can be used to achieve this kind of adapt-

FIGURE 2 Flight reservationFIGURE 1 Sequence diagram – placing an order
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ability. Try doing that with a remote proce-
dure call!

Separation of Concerns
Perhaps the most important benefit of a doc-

ument-centric approach is the clean separation
of application components – each of which can
be owned, developed, and deployed auton-
omously – either because different actors (as in
our flight reservations example) are involved, or
simply because the best-of-breed application
components used to construct a single business
application may use different technology plat-
forms. When you have millions of dollars invest-
ed in software assets, the last thing you want is to
trash them just because they don’t match your
current preferred platform. 

Different document-centric components
can have different development life cycles, lan-
guages, and platforms. You can mix-and-match
your 30-year-old mainframe systems – using
MQSeries to kick off CICS transactions – with
your J2EE/UNIX, Windows/.NET, and any other
legacy processing.

Using message-oriented middleware, it’s
easy to plug these components together.
Because it’s easier, it’s also cheaper. Interfaces
tend to be simpler and cleaner,  which discour-
ages the spaghetti interconnections typical of
multithreaded programming and drives toward
a true loosly-coupled approach. You can assem-
ble systems from best-of-breed pieces, which
may be hosted in different departments or even

companies Management of each component is
autonomous; each can be separately scaled,
replicated, or replaced. Easier integration also
promotes more frequent reuse rather than
redevelopment of components.

Typical Applications
So, what kind of applications are we talking

about in which asynchronous messaging pat-
terns can be applied? System-to-system work-
flow, which is a catch-all for any kind of fully
automated integration; in-house enterprise
application integration (EAI); and external inte-
gration between businesses – what we used to
call B2B, then e-business integration, now
called Web services. 

The integration may involve multiple
deployment platforms – J2EE, .NET, or any
number of legacy platforms, hardware, and
software, from many different vendors. CIOs
want to be able to plan their infrastructure to be
completely uniform, but however hard they try,
along comes a merger, acquisition, new tech-
nology, or just an opinionated CEO to thwart
their tidy ideas. 

Even if you’ve managed to stick to J2EE,
you’re probably looking at more than one ven-
dor’s product stack. Maybe you’re developing
on JBoss but deploying on BEA WebLogic, with
a nice helping of IBM WebSphere and SonicMQ
on the side, and perhaps a sprinkling of TIBCO
Rendezvous as well.

In financial services, message-oriented sys-

tems have been in place for the past 10–15
years. Over the past five years Java, J2EE, and
JMS have brought increasing productivity ben-
efits as the institutions reach toward straight-
through processing and next-day/same-day
settlement.

In the telco market, in spite of the sector’s
deep recession, JMS is a key component of the
OSS/J (Operational Support Systems for Java)
initiative. A message-based approach is used to
simplify the integration of ordering, provision-
ing, billing, and network management systems.
With industry-wide support for messaging and
formatting standards equipment manufactur-
ers, service providers and network operators
can easily plug in new products and services.

In manufacturing, we’re seeing RosettaNet
and (more slowly) ebXML evolve to define and
coordinate complex supply-chain processes;
and now we’re beginning to see Web services
technology, with SOAP as the transport, adopt-
ed to support all kinds of loosely coupled B2B
integration. 

Process description and choreography
standards like BPML (Business Process Markup
Language), WSFL (Web Services Flow Lang-
uage), XLANG (the choreography language
used by Microsoft’s BizTalk), and WSCI (Web
Services Choreography Interface) are being
used to represent how individual collaborating
processes are tied together by message flows,
both in XML and intuitive graphical notations.

Conclusion
It all boils down to this: a message-based,

document-centric approach is appropriate for
any integration of autonomous components in
a business process flow – providing the technol-
ogy underpinnings you need to connect your
functional systems to each other and then to
the rest of your organization and your employ-
ees, customers, partners, suppliers, and regula-
tors. Most developers today are faced with the
need to connect heterogeneous applications
and services across the inherently unreliable
and unpredictable Internet; they can make it
easy on themselves by simply using asynchro-
nous Java messaging.
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The network serves as the platform, or
“computer,” for such an application. Granted,
the new platform is not yet suitable for build-
ing robust business applications. Developing
and maintaining such applications still re-
quires significant effort. In addition, some of
the required Web services are not yet fully
defined. At the same time, it is clear now where
the industry is going. We even have a new term
describing the emerging platform – the In-
ternet Operating System (OS), sometimes also
called the Grid.

In this article I’ll look at traditional comput-
er and operating system components and map
them to components of the Internet OS.

CPU
The Internet can be viewed as a massively

parallel and distributed multiprocessor. A sin-
gle task can be broken down into multiple
threads of execution and run in parallel on
multiple computers in the network. This
approach is known as grid computing. In some
cases, when there is no, or limited, coordina-
tion of the nodes involved, it has been called
peer-to-peer computing. Not every applica-
tion can be effectively parallelized. The ones

that can will leverage enormous computing
resources distributed over the Internet. 

Peer-to-peer applications recently made
a lot of press. We all remember Napster,
Gnutella, SETI@Home, and numerous oth-
ers. Some of them are quite scandalous. In
one interesting case, a system administra-
tor who installed a grid-computing screen
saver on several machines in a university
network was charged with stealing the
school’s network bandwidth and CPU
cycles. In spite of cases like this, and in spite
of what music industry execs would like us
to believe, grid and peer-to-peer comput-
ing offer great potential for solving real
business problems. Peer-to-peer systems
are being studied at MIT, Berkley, Stanford,
and Microsoft Research. Sun Microsystems
and IBM recently released grid com-
puting–related products and are working
actively in this area. 

File Storage
File storage is a very important component

in any platform, and the Internet OS is not an
exception. The file system of the Internet OS
consists of the storage devices of the numerous
computers connected to the network. Ac-
cording to recent calculations, the Internet has
about 500 million users worldwide. If we take
this to be the rough estimate of the number of
computers connected to the network, and
assume that each machine has one gigabyte of

spare disk space, we get a file system with a
capacity of 5 * 1017 bytes, or five hundred thou-
sand petabytes – and this is a very conservative
estimate. Even if we partition this disk space
among many applications, each application
still gets a good chunk of storage – storage that
is sufficient for saving many copies of the
entire library of recorded music and video, for
example. It’s not a surprise, therefore, that
applications leveraging this resource, such as
Napster, Gnutella, Kaaza, and others, have
become immensely popular with consumers.
Recently, we’ve seen the emergence of busi-
ness systems operating on the same principle.
One could mention products from companies
such as NextPage and Jibe. Support for
WebDAV, an XML standard that defines how
files and folders can be manipulated over the
Internet and in J2EE and .NET platforms, is yet
another proof of the Internet file system idea
gathering momentum. 

Companies have traditionally focused on
managing file storage concentrated in data
centers or distributed over local area net-
works. In the near future, we can expect intro-
duction of new products related to manage-
ment of resources of the In-
ternet file system and im-
plementing functions such as
distributed search, indexing,
replication, fault-tolerance,
and others.

Memory
Hierarchy

A memory hierar-
chy is used to bridge
the gap between the
speed of the CPU and
the speed of the IO sys-
tem. The memory hier-
archy of a traditional
computer system con-
sists of the storage sub-
system, the main
memory, and one or
more levels of the CPU
cache. Multiprocessor
machines can be built
with distributed shared
memory or memory

subspaces that are private to each of the CPU
modules. 

If we consider the Internet as a massively
parallel multiprocessor with a vastly distrib-
uted file system, then it becomes obvious that
it can benefit from a memory hierarchy design
of its own. The cache maintained by a Web
browser on the local file system is one of the
elements in this hierarchy. A Web page can be
retrieved from the browser’s cache in a matter
of milliseconds. The size of this cache is infi-
nitely small, however, compared to the volume
of the file storage distributed over the Internet.
As a consequence, the probability of a cache
miss is very high, and when there is a cache
miss, it may take seconds to retrieve the same
piece of content from a remote server. In addi-
tion, some of the content types, such as video
or audio streams, cannot be cached locally and
must always be retrieved from a remote server.
Obviously, there is a need for an additional
level in the memory hierarchy of the Internet
platform. 

This gap is being filled by content delivery
networks (CDN) such as the ones from
Akamai, Exodus, or AT&T. A content delivery
network caches popular content on edge
servers that are located near, in network terms,
the end-user machines consuming the con-
tent. In addition to CDNs, companies are
experimenting with clever peer-to-peer con-
tent replication schemes that place content
close to where it is used. Instead of playing a
movie from a central server, for example, a net-
work node may choose to stream it from one of
its nearby peers. Blue Falcon Networks is an
example of a company in this space. 

The area of content caching, replication, and
delivery is still being very actively researched
and developed. The near future should bring
some interesting products and ideas. 

Messaging
Interprocess communication (IPC) and

messaging are important components of any
platform. Shared memory, pipes, and sockets
are examples of low-level IPC mechanisms.
They form the foundation for higher-level
mechanisms such as JMS, MSMQ, IIOP, SMTP,
HTTP, and others. Some of these protocols are
universally implemented, such as HTTP.

Others tend to be platform or vendor specific,
such as MSMQ. 

The industry converged on HTTP as the
preferred communication mechanism for the
new Internet OS. Web-based components
composing an Internet application can be
deployed on computers with vastly different
operating systems. HTTP, in conjunction with
other Web standards such as XML and SOAP,
ensures that these components can easily
exchange data and services. Interoperability of
Web services is paramount to the success of
the new platform, and several standards bod-
ies are working hard to ensure that interoper-
ability is achieved and then preserved as the
platform matures. 

Directories
Directories have traditionally been used

by operating system and application server
components to locate resources and other
components. JNDI, for example, is a J2EE di-
rectory that is used to register and look up
EJBs, RMI servers, JDBC connection pools,
and other resources. 

A Web-based application must be able to
locate two types of resources distributed wide-
ly over the Internet: data and services. It can
then add value by transforming data with ser-
vices. The term “data” is somewhat misleading
in this context. It’s typically used to describe
structured information saved in a database.
Only a small fraction of information available
on the Web matches this description. Most of
the information is unstructured and exists in
the form of images, documents, audio files,
and so on. Therefore, we will follow the indus-
try practice and use the term “content” to
denote information resources accessed by
Web-based applications. In summary, a Web-
based application requires two types of direc-
tories: a content directory and a directory of
available Web services.

UDDI is one of the fundamental standards
of the new Internet OS that define directories
of Web services. With the help of this directory,
an application can easily locate a service that
implements a certain interface. In other words,
an application can locate a service based on its
functional description. The Internet is vast,
and a directory may contain entries for a large

number of services that implement identical
interfaces. The standard in its current form
does not specify how these services can be dis-
tinguished based on their nonfunctional char-
acteristics such as latency, price, or mean time
to failure. Obviously, some additional work is
required in this area.

A single standard describing a universal
content directory for the new Internet plat-
form does not yet exist. WebDAV can be used
to fill the void when needed, but it does not yet
define some of the critical functions, such as
content categorization or search. I expect a lot
more activity in this space in the near future.
Content and services are equally important to
a Web-based application. 

User Interface
Microsoft Windows, X-Windows, Mac OS X

Quartz, Java Swing, KDE, and GNOME are
graphical desktop environments that have tra-
ditionally been used to develop user interfaces
for client/server applications and applications
running on a single computer. 

While it’s possible to build a desktop-based
user interface for a Web-based application,
they tend to have Web-based user interfaces.
This phenomenon is easily explained by the
fact that while traditional applications are
only available locally or on a LAN, Web-based
applications can be accessed from any device,
such as a PC, a PDA, or a mobile phone con-
nected to the Internet.

Graphical desktop environments of the
client/server world were replaced with portals
in the world of Internet-based applications.
Just as a desktop environment is capable of
aggregating several desktop applications, a
Web portal is capable of aggregating user
interfaces of multiple Web-based applica-
tions. Many of the features found in desktop
environments, such as customization, floating
windows, drag-and-drop, and others, made
their way to portal products. At the same time,
many people still prefer desktop environ-
ments to Web-based portals for day-to-day
tasks such as sending an e-mail or scheduling
a meeting. Some work will still be needed to
raise the usability and intuitiveness of portal
interfaces to that of the desktop environ-
ments, and to deliver consistent usability of

It’s banal but true. The network, or the
Internet, has indeed become a computer.
It’s possible now to assemble an applica-

tion from network-based components called
Web services.
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the interface across many different types of
devices. 

Security
The list of security services commonly

offered by application server and operating
system platforms includes user profile man-
agement, authentication, authorization,
secure communication, and single sign-on to
various applications deployed on the platform. 

The same list of services will ultimately be
offered by the Internet OS to Web-based users
and applications. The difference is in the scale.
Where systems distributed over a  LAN or WAN
have to deal with thousands of users, applica-
tions deployed on the Web routinely deal with
millions of users. In a recent benchmark, CA’s
CleverPath Portal handled profile information
for 2.5 million users, and this number is far
from the limit. Public portals such as MSN and
Yahoo exhibit even higher levels of scalability.

Single sign-on to Web-based applications
and services is critical to ensuring usability of
portal interfaces. Microsoft Passport is an
example of a single sign-on mechanism used
mainly in applications associated with the
MSN portal or the Windows platform.
Products with similar functionality are avail-
able from other vendors and can be used to set
up single sign-on domains for Web-based
communities of users and applications not
related to Microsoft. We can expect a lot more
of these products to be offered as services on
the Web. 

While it is mostly clear now how various
aspects of the Internet OS security can be
implemented, the standards that would tie
together products from different vendors and
ensure their interoperability are still largely
missing. IBM and Microsoft recently released a
standards proposal for Web services security.
It’s only the first step in a long process. 

Transactions
Distributed transaction coordinators be-

came a staple in client/server systems. They
can be found in J2EE, COM, CORBA, and
other platforms. The purpose of a distrib-
uted transaction coordinator is to ensure
atomicity, consistency, isolation, and dura-
bility (ACID) of multistep transactions span-

ning multiple systems distributed in a LAN
environment. 

While ACID properties of transactions are
equally important in applications leveraging
content and services deployed on the Web, dis-
tributed transaction coordinators became
largely irrelevant in the context of the Internet
platform. They rely on a lot of heavy synchro-
nous network traffic. Communication on the
Internet tends to be asynchronous. In addi-
tion, latency of network links on the Internet is
much higher than that of a LAN, which makes
two-phase commit coordination difficult if not
impossible. The two-phase commit protocol
has not been designed to handle long-running
transactions. 

The problem of distributed and long-run-
ning transaction coordination on the Web is
addressed with the help of workflow systems. A
multistep transaction spanning several Web
services can be represented with a multistep
workflow process. A workflow system can use
asynchronous messaging to communicate
with a remote Web service. All steps in the
workflow are atomic and durable and their
results are committed immediately. Should
any of the steps in the workflow fail, a
sequence of compensating steps can be
applied to undo changes that have already
committed. 

A workflow system can be used to coordi-
nate processes involving multiple Web servic-
es. These processes can in turn be exposed as
higher level services. For example, a trip-plan-
ning service can be built as a process coordi-
nating hotel, air, and car reservation services.
Many people believe that workflow systems
will become the main programming tools for
the Internet platform.

Monitoring and Management
Management and monitoring of client/

server applications can be done at the
application or infrastructure level. In fact,
the vast majority of today’s applications
are managed at the infrastructure level.
Instead of managing the program compo-
nents that implement the business logic,
we are managing networks, databases, and
application servers that are used to run
these components. 

This approach cannot be applied to appli-
cations deployed on the Internet platform. The
infrastructure that is used to run such applica-
tions is not only extremely diverse and distrib-
uted, but is also controlled by many different
and unrelated companies. One can hardly
imagine a database agent installed at company
X reporting its state to an enterprise manage-
ment solution like CA’s Unicenter node
installed at company Y. The situation is com-
plicated by the fact that in the environment
where many of the services are replicated and
where applications perform late binding to
services, it’s difficult to outline the bounds of
the infrastructure used by an application at
any given moment. 

These considerations are raising a slew
of interesting problems, many of which
remain largely unaddressed. The ideas
exchanged in the industry revolve around
self-organizing networks, management of
Web services at the interface level, service
level agreements, service level manage-
ment, and other topics. 

Summary
While it’s clear that the Internet will

become the platform for the next generation of
applications, many aspects of this platform
still require significant research and develop-
ment. In particular, the coming months will
see a lot of activity and new products in such
areas as: 
• Grid computing and peer-to-peer systems

applications
• Distributed and replicated file system man-

agement
• Content caching, replication, and distribu-

tion; content delivery networks
• Secure and reliable messaging based on

HTTP, SOAP, and XML 
• Directories of distributed and replicated con-

tent and services 
• Ubiquitous user interfaces aggregating Web

applications 
• Security of Web services, user profile man-

agement, and single sign-on 
• Management of distributed processes and

orchestration of services 
• Monitoring and management of applications

based on Web content and services 

Sean Rhody is the editor-in-chief of Web Services
Journal. He is a respected industry expert and a con-
sltant with a leading Internet service company. 
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Utilizing Web services in this environ-
ment usually focuses on integrating work-
force management systems with other sys-
tems, such as the call center system, the part
management system, the financial system,
and more. Web services enables faster inte-
gration and supports real-time interfacing
with a lower total cost of ownership (TCO).
This article, however, focuses on the use of
Web services on the front end – the messag-
ing between the mobile terminals and the
central server – serving business scenarios in
which the field workforce communicates
with the central dispatch station as well as
among themselves. 

Because the workforce doesn’t always
have full connectivity to central dispatch,
and because the network bandwidth may be
limited and/or expensive, interaction be-
tween the field workforce and the server is
based on store-and-forward messaging
rather than “normal” Web transactions. FIGURE 1 Workforce management architecture
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Field workforce management is an application segment responsible for 
scheduling resources working in the field, assigning work orders, dispatch-
ing work, and letting workers report from a mobile terminal. Among those

using such systems are utilities, construction crews, maintenance organizations,
telecommunication operators, and equipment manufacturers responding to trouble
reports. The new generation of field workforce management is based on an 
application server architecture and allows the field workforce to work in a discon-
nected mode, which is mandated by lack of full wireless coverage and by the fact
that wireless networks are slow and unstable.

Because the Web services model is inherently
asynchronous, it fits the interaction model
between the field and the central server. By
ensuring that the data content is formatted
using Web services and delivered over wireless
messaging technology, the service enterprise
can achieve lower TCO not only on the back
end but also in field interaction.

Field Workforce Management
A field workforce management system

can be broadly classified in two parts: the
scheduling and dispatch servers and the
field terminals. As Figure 1 shows, an appli-
cation server manages all work orders and
all interaction with the server, both from the
dispatch stations and from the field. The
system is accessed over either the LAN/
WAN (e.g., the dispatchers) or wireless net-
works (e.g., field technicians).

A typical scenario involves a work order
that comes in from an external system (a
call center system, help desk, customer
information system, etc.). If back-end inte-
gration utilizes Web services, the order is
created by invoking a Web service imple-
mented by code running within the applica-
tion server.

The scheduling module assigns the opti-
mal resource to perform the work, which is
then dispatched over the wireless network.
This is either pushed out to the client (using
a wireless messaging service) or pulled by
the client device. Sometimes the implemen-
tation involves both – a notification is
pushed out to the client device informing it
that new data exists, and the data is pulled
by the client in response to this notification.
In all three cases (push, pull, and push-pull),
all interaction is asynchronous because
individual components in the system (and

especially the mobile terminals) may not be
online at a given time.

The asynchronous Web services model is
perfect for these environments. While most
of the current infrastructure used in these
environments is based on proprietary mes-
saging, infrastructure services are now mov-
ing to a Web services model in which the
message content is packaged as SOAP mes-
sages and delivered to an endpoint defined
using WSDL.

Wireless Messaging
Most of today’s wireless gateways

implement wireless messaging using a
queuing abstraction. They implement a
set of APIs that support message delivery
by placing application messages into
queues. Messages are received by register-
ing to receive messages through an in-
coming queue. This is true for both the
client and the server, as shown in Figure 2.

A messaging metaphor (also called
store-and-forward) is simple to use and
the APIs are very clean. The wireless gate-
way hides all details about the underlying
network and will behave in the same way
regardless of whether the network is IP-
based, whether it does or does not sup-
port sessions, whether it requires a con-
nection to be set up or is always on,
whether multiple networks should be
tried, and so on. 

The major advance in the marriage of
wireless messaging and Web services is
Web services–aware message routing. All
wireless middleware supports routing,
allowing messages to be routed to the
right location based on the application,
the message type, or an address. Routing
can be very intelligent. Advanced routing

features can include routing different
message types on different networks. For
example, in utilities, maps and schematics
may be required in the field; delivering
these documents over a slow wireless net-
work isn’t feasible. However, when a truck
enters a yard it usually has access to an
820.11 network through which it can
receive large quantities of data.

Such routing has been based on pro-
prietary methods and formats. A new gen-
eration of wireless middleware is on the
horizon – one that uses native SOAP rout-
ing information. In such systems, the con-
tent of the SOAP envelope is inspected to
determine where the SOAP request needs
to be delivered and to handle additional
delivery attributes packaged within the
SOAP request.

Independent Contractors
While Web services can be used for all

field interaction with the workforce man-
agement system, they really shine in the
independent contractor scenario. Many
companies employ independent contrac-
tors, which allows them to utilize skilled
workers without staffing up, manage peri-
ods with peak load, and avoid complex
employment contracts. The independent
contractor often works with many service
companies and needs to be able to perform
work assigned by various sources. The field
application used by the independent con-
tractor needs to receive work orders from
multiple dispatch centers. Using Web ser-
vices is probably the only way to do this
without incurring very large costs.

Let’s look at a business environment in
which “Joe” specializes in complex trouble-
shooting of problems related to large oil

FIGURE 2 Message queues in the wireless gateway
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furnaces. Joe is an independent contrac-
tor and may receive work from any num-
ber of companies that provide warranty
services on such furnaces.

During his workday Joe receives allocat-
ed work orders from multiple companies
and is in the field doing repairs. Each of
these service companies has a scheduling
and dispatch system they use to pick the
best resource for a given problem. These
applications use a Web services–enabled
Web calendaring system to access Joe’s cal-
endar information. If they select Joe as the
optimal resource, they schedule the job
using the Web calendaring service and use a
Web notification service to inform Joe. Joe
then uses his mobile device to access the
company’s online server through a set of
Web services and download the work

assigned to him (see Figure 3). Upon com-
pletion, another set of Web services closes
the work order and uploads information
about the finished work.

Peer-to-Peer Dispatching
Web services–aware wireless middle-

ware can provide increased benefits in peer-
to-peer dispatching scenarios as well. Nor-
mally, all dispatching is done from the cen-
tral dispatch site by a dispatcher. However,
advanced service organizations want the
ability to have a field technician or a field
supervisor dispatch work to a peer. This can
be a transfer of work, a request for assis-
tance, or an employee who is both a worker
and a manager performing multiple tasks
from the same mobile terminal.

Peer-to-peer dispatching allows mobile
field technicians to remotely reassign work
orders over a wireless network without the
aid of a dispatcher. The new resource can
accept, reject, or reassign the order. This
capability allows organizations to improve
productivity and customer service. The abil-
ity to share work in real time results in bet-
ter workload balancing and increased field
utilization. In addition, dispatchers are
freed of daily work-monitoring responsibili-
ties, which results in more time allocated to
productive planning activities and reduced
dispatcher costs.

The key to efficient peer-to-peer dis-
patching is how quickly the message can be
routed to the correct field terminal. In the
simplest case, every message has to make it
all the way to the application server and be
handled by the workforce management sys-
tem – the entire system is overloaded
unnecessarily. A better approach is one in
which the wireless gateway can inspect the

SOAP envelope and reroute the message di-
rectly to another mobile terminal, as shown
in Figure 4. In this case, the central server
doesn’t need to be involved in the dispatch
process and needs to be updated only when
the work has been accepted by the receiving
field technician. Perhaps one day (not for a
while yet) one field terminal will directly
invoke a Web service hosted by another
mobile terminal.

Conclusion
Wireless environments are very differ-

ent from classic Web environments. The
networks are slow, coverage is less than
perfect, and the bandwidth is extremely
limited. Most importantly, the wireless-
messaging world is based on asynchro-
nous store-and-forward. Historically, wire-
less environments have grown separately
from Web technologies, which are mostly
synchronous. This is changing, however,
due in part to Web services.

Wireless environments have always
been message based. All wireless middle-
ware vendors take the wireless-messaging
approach, and the facilities they provide
involve message queuing. Web environ-
ments, on the other hand, have been
inherently synchronous and online. A con-
vergence of these two environments is
now possible due to the asynchronous
nature of Web services. This convergence
and the ability to run Web services over
wireless middleware hold much promise
for companies that have had to put up
with high TCO because their environments
have been highly proprietary. However,
this technology is still very young – it
remains to be seen whether it can deliver
on the promise. 

FIGURE  4 Efficiently routing the peer-to-peer dispatch

FIGURE 3 Joe’s workday viewed  
using his mobile unit
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have been defined. These tests can be thought
of as progressively higher bars. The first set
makes sure that basic data types can be
exchanged without any issues. The second set
makes sure that SOAP Headers as well as arrays
and complex types can be exchanged by the
SOAP stacks. These two sets of tests all use
rpc/encoded message exchanges. The latest,
third round of testing makes sure that docu-
ment/literal encoding is understood. The tests
also verify WSDL compatibility for the various
SOAP stacks and helper tools. 

So, how does a member of the SOAP-
Builders community find out where other end-
points live? One way is through the mailing list
at soapbuilders@yahoogroups.com or by
searching the archives at http://groups.ya
hoo.com/group/soapbuilders. Another is by
looking at a page showing a list of endpoints:
• www.pocketsoap.com/registration
• www.whitemesa.com/interop.htm
• www.whitemesa.net/r3/interop3.html

The other thing the SOAPBuilders commu-
nity does is get together for face-to-face events.
These events are for developers only. Poli-
ticking is kept to a minimum. During these
events, the developers representing the various
SOAP stacks discuss what things to test next,
discuss the specifications to arrive at a com-
mon understanding, and test the SOAP stacks
in close proximity. This often results in signifi-
cant headway taking place. In the February
2002 face-to-face, the Axis toolkit “learned”
how to understand document/literal WSDL
and messages. In the June 2002 face-to-face,
the group discussed whether or not it would
make sense to start adding programming con-
cepts to the common vernacular of SOAP. One
such example is dictionary types. A dictionary
type is one that contains unique keys to lookup
values. In Java, this is called a hashtable. In C++
and the STL, it is called std::map. In .NET, it’s
called a dictionary. No specifications exist (yet)
to explain how one SOAP toolkit should repre-
sent a dictionary-data type. Still, this is some-
thing that the SOAPBuilders community is
pondering.

In order to join the group and attend a
SOAPBuilders face-to-face event, you should
be involved in the development of a SOAP
stack or set of SOAP tools. The only real mem-
bership requirements are a live endpoint that
the development team is willing to host. To
attend a face-to-face event, potential attendees
need to do the following:
• RSVP the host of the event.

• Pay for transportation to the event.
• Bring a laptop, preferably with an 802.11b

card. Wireless makes networking everybody
much easier.

Why does all of this matter? As a Web serv-
ice developer, I’ve found that using SOAP
stacks that are actively involved in the
SOAPBuilders community reduces interoper-
ability pains. I have also discovered that it is
very important to only use stacks that were
released after the development team writing
the stack got involved in SOAPBuilders. No
involvement in SOAPBuilders typically means
that I won’t even bother with the stack.

And, in case you think SOAPBuilders is
completely formal, the other reason for the
face-to-face events is so that the community
can get to meet. This way the people get to
know each other. Oh, and it’s really hard to be
mean to a person you’ve had a few beers with.

Web Services Interoperability
Organization 

For all of its merits, SOAPBuilders is still an
ad hoc organization with little formal backing.
Also, it does not have obvious points of entry
for system integrators, consulting firms, and
others who use SOAP but do not create SOAP
stacks. The Web Services Interoperability
Organization (WS-I) was created to solve the
interoperability problem in a different, more
structured manner. The organization is creat-
ing profiles, sample applications, and testing
tools for Web services. Let’s take a quick look at
these items.

A profile defines a collection of protocols
and Web standards. A profile definition ex-
plains the types of solutions that combination
of protocols can provide. The first profile that
will come out of WS-I is called the Basic profile,
located at www.ws-i.org/docs/WS-IProfiles.
doc. The Basic profile essentially defines what
it means to be a Web service. This profile
includes the following specifications and stan-
dards:
• XML Schema 1.0
• SOAP 1.1
• WSDL 1.1
• UDDI 1.0

The profile will provide guidance about
how to use the specifications. Things such as
useful subsets, usage guidelines, and other
information will appear in the profile docu-
mentation. Using the profile, WS-I will also
produce a set of sample applications. The first

set of sample applications will make use of
SOAP over HTTP. Also, a set of testing tools and
test suites are being created. The test tools con-
sist of a message logger and an analyzer. The
message logger captures messages and stores
them in a message log. The analyzer reads the
log and verifies that the messages conform to
the specifications defined for the sample appli-
cations and the profile. These testing tools will
be used by developers and customers to verify
the correctness of implementations of the Web
services sample applications. 

To join WS-I, the potential member must
sign a membership agreement and pay an
annual membership fee. Members of WS-I will
help to define and/or refine various standards
around Web services.

Best Practices for Building
Interoperable Web Services

How can you build an interoperable Web
service? Most SOAP stacks allow a great deal of
flexibility in sending and transmitting SOAP
messages. Because of this flexibility, it is very
easy for a developer to make some decisions
that make sense for their preferred SOAP stack
that wind up being difficult to use when going
to another implementation. To increase the
likelihood of getting a Web service to work with
others, the developer needs to look at three pri-
mary things:
• SOAP stack being used
• XML Schema (XSD) describing the messages
• Usage of toolkit specific features

By being aware of all of these items when
developing a Web service, the developer can
spend more time coding and less time sup-
porting end users.

Choosing a SOAP Stack 
When you look for a SOAP stack, make sure

that the one you choose to work with meets
these requirements:
• The development team participates in some

form of cross–Web service stack testing.
• The development team has live endpoints

for all rounds of testing.
• The SOAP stack interoperates with other

active endpoints.

By following this advice, you will find that a
number of simple interoperability problems
will not surface. Surprisingly, this is the only
nonintuitive thing to look for. From the list of
participating options, choose one that sup-
ports the language and platform you prefer to

A
s a developer (or potential developer)

of Web services, sooner or later you

are going to wonder just how you

might be able to reduce the interoperability

issues you see. If you work with Apache Axis or

Apache SOAP 2.x, you will see this problem

when sending a java.lang.Hashtable to a

Microsoft technology-based Web service.

Similarly, creators of Microsoft ASP.NET Web

services express confusion when sending a

System.Data.DataSet to a non-Microsoft end-

point. The bad news here is that the developer

of the Web service may have actually thought

they were creating an interoperable solution.

In this look at building interoperable Web
services, the following items will be covered:

• Interoperability efforts: Understand what
work is being done to make your job as a
developer easier

• Best practices: Understand what you can do
as a Web service creator to make it easier to
use Web services for more end users

Interoperability Efforts
If you were an early adopter of Web servic-

es, you may have had problems getting two dif-
ferent SOAP stacks to talk to each other. You
could have seen the problem with something
as simple as a Web method that echoed back
“Hello World!” Fortunately, that kind of experi-
ence is rapidly becoming a thing of the past.
Why?

Today, there are two large efforts underway
to ensure that the various vendors of SOAP
toolkits are creating interoperable implemen-
tations. Web services stacks have little value if
they can only interchange data between
machines hosting the same SOAP stack. This
was true before in the HTTP world and contin-
ues to be true today with SOAP. The two efforts
are SOAPBuilders and the Web Services
Interoperability Organization. Both groups
exist to get the various implementations to
work with each other. Their methods of achiev-
ing this goal are significantly different. They
differ in many areas:

• Membership requirements
• Stated goals
• Community makeup
• Progress to date

In this section, we will take a look at these
two complementary organizations and see
how they, together, are going about making
application integration through Web services
possible. It’s important to remember that many
of the organizations represented in SOAP-
Builders are also represented in WS-I.

SOAPBuilders 
SOAPBuilders came into being January 30,

2001. A lot of the discussion that this group
now hosts was hosted originally on the SOAP
discussion list at http://discuss.develop.com
/soap.html. You can read the announcement of
the new newsgroup here: http://discuss.devel-
op.com/archives/wa. exe?A2=ind0102&L=SOA
P&P=R506. This newsgroup exists because
Tony Hong of XMethods actually acted on the
idea of creating a new newsgroup. Why does
this newsgroup exist? From the original mes-
sage, Tony states, “The group was started to
facilitate communication between builders of
SOAP implementations, specifically about
interoperability issues.” Since then, the group
has done quite a bit to make interoperability a
reality. What have they done?

First off, three suites of interoperability tests
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work with. If you don’t find a compatible tool-
kit, either pick a new language or prepare to
develop one. While developing the new toolkit,
make sure you join in with a community that
does testing across Web service stacks.
SOAPBuilders does this today. Other groups,
such as WS-I, will have more advanced forms
of interop testing in the near future.

While not a requirement, you will find that
interoperability will be at its best if the particu-
lar SOAP toolkit has some form of representa-
tion in WS-I.org. The representation indicates
that the organization behind the Web service
implementation wants the interoperability to
go deeper than things like “can the toolkit read
and send a complex type.” WS-I.org will look at
the complete scenario: discovery, proxy gener-
ation, message exchange, etc., and make sure
the toolkit can do it all.

Choosing a Data Representation 
A good number of interoperability prob-

lems happen due to developer choices, not
SOAP toolkits. Here is an example of a develop-
er choice that results in a WSDL-type definition
that is hard to use:

<xsd:complexType>

<xsd:sequence>

<xsd:element ref="xsd:schema" />

<xsd:any />

</xsd:sequence>

</xsd:complexType>

When a client sees this definition, what
should they do? It appears that the WSDL has
stated something along the lines of “I will send
you an XSD and an XML document that corre-
sponds to that XSD.” (That wasn’t explicitly
stated, but that’s what this snippet is trying to
express.) How do I code against this? Is this
code simple or complex? What do I do? Here is
another example of a hard-to-use WSDL defi-
nition:

<xsd:complexType name="Map">

<xsd:sequence>

<xsd:element name="item"

minOccurs="0" maxOccurs="unbounded">

<xsd:complexType>

<xsd:sequence>

<xsd:element

name="key" type="xsd:anyType" />

<xsd:element

name="value" type="xsd:anyType" />

</xsd:sequence>

</xsd:complexType>

</xsd:element>

</xsd:sequence>

</xsd:complexType>

Once again, I know that I am getting two
items called key and value that are of type
anyType. My guess as a developer is that this
data is a dictionary datatype. What should I
map the key and value elements to when I
receive the data? I haven’t got any contextual
information.

In case you don’t recognize the above snip-
pets, the first one is the result of telling ASP.NET
to return a System.Data.DataSet. The second
one is an Apache SOAP serialization represen-
tation of java.lang.Hashtable. Instead of
returning one of these non-interoperable
types, you could choose to return something
that is more likely to interop. For example,
when returning tabular data, it is fairly unlikely
that the number and names of the elements
will vary based on inputs to the Web method.
Most of the time, the tabular data will contain
the same types. Instead of returning a generic
type, the WSDL and corresponding source
code could be modified to return something
that other toolkits can more easily import and
use. How could something like the ASP.NET
example be improved? 

Let’s assume that the DataSet is populated
with product data. I could define the array of
data with the schema shown in Listing 1.

Now, any consumers of the data know
exactly what the response SOAP will look like.
Instead of needing to process the returned
message with XML, the client program could
use native classes. Most SOAP toolkits are
capable of translating between the XML and
object representation of data. Well-defined
WSDL allows the toolkit to generate these
objects with no to little developer intervention. 

You can get similar problems when just
stuffing XML inside of the SOAP Header or
Body. Unless the XML is really generic (and
it rarely is), take the time to define what the
WSDL will look like. Often, this choice is
made when the developer knows things will
be changing and they don’t want to update
the WSDL in order to change the code pro-
viding the Web service. Any time you change
the way a Web service behaves, you will
probably break a downstream client some-
where. Take a little extra time and define
what the returned XML will look like. When
you update the back-end Web service, plan

some time in the schedule to write a new
version of the WSDL. 

Often, when using SOAP, the developer
knows that they want to handle messages as
raw XML. That’s fine. Still, the returned XML
will typically follow a set schema. Define that
schema in your WSDL, even if you don’t rely on
object serialization/deserialization. Just don’t
take away the ability to generate smart clients
from any end users. By providing schema, you
make the end user’s life much easier.

This last bit of advice invariably brings up
the question: what should I do with two WSDL
files? The issue: most people want to avoid hav-
ing too many side-by-side versions of a Web
service up and running. One solution is to have
a regular release cycle and make sure that users
of the Web service understand that the service
will only be available for a fixed amount of
time. For example, put documentation in the
WSDL that states when the service endpoint
will end service. If the Web service requires a
preexisting arrangement (such as a signed con-
tract) before a user begins accessing the serv-
ice, put language in the contract explaining
how frequently the Web service will be updated
and how long any given version of the Web
service will be available. This still means that
you will wind up running multiple versions of
the same Web service at the same time. Thank-
fully, it gives you a way of limiting how long ver-
sions need to be available.  

Finally, since you are using WSDL and
schema anyhow, you might as well code the
Web service to emit a document/literal
representation of the data instead of rpc/
encoded. There are situations where rpc/
encoded still shines. Namely, if you are serial-
izing a complex object graph and the rela-
tionships need to be maintained, use rpc/
encoded. Otherwise, stick with document/
literal representations of data.

Summary
To achieve Web service interoperability, the

tools vendors have banded together and creat-
ed two organizations: SOAP Builders and WS-
I.org. SOAPBuilders is an informal group that
works at getting fundamental issues around
interoperability resolved. At the other end of the
spectrum, WS-I.org provides a more formal
structure that rigidly defines what it means to
be interoperable and the set of protocols that
are being worked on. WS-I.org provides archi-
tectural guidance, testing tools, and sample
applications that aid in the understanding and

adoption of Web services. We need both organ-
izations to solve the issues around interoper-
ability and Web service adoption and general
understanding. Why? Some implementations
of SOAP stacks, such as SOAP::Lite (Perl) and
pocketSOAP (COM/PocketPC), may never have
corporate backing. Implementations like these
are valuable and need some forum in which to
verify interoperability with the Web service
stacks offered by corporate entities.

As a developer of Web services, you
should take advantage of the work the inter-
operability groups are doing by only using
SOAP toolkits that are actively involved in
SOAPBuilders. It makes your life easier
because you are using a toolkit that is being
tested against other toolkits. Issues are dis-
covered and fixed through this testing.

When developing a Web service, avoid
declaring the return of generic XML in

WSDL files. Instead, declare exactly what
you are returning via schema and return
that instead. Is generic XML useful in
interop scenarios? Yes. But most scenarios
do not require or benefit from the ability to
send and read weakly expressed XML.
Unless you really need that ability, express
the format of the returned message in XSD
contained or referenced from the WSDL
description of the Web service. 
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Listing 1.
<xsd:complexType name="ArrayOfProduct">

<xsd:sequence>

<xsd:element minOccurs="0" 

maxOccurs="unbounded" 

name="Product" nillable="true" 

type="s0:Product" />

</xsd:sequence>

</xsd:complexType>

<xsd:complexType name="Product">

<xsd:sequence>

<xsd:element minOccurs="0" maxOccurs="1" 

name="QuantityPerUnit" type="xsd:string" />

<xsd:element minOccurs="1" maxOccurs="1" 

name="UnitPrice" type="xsd:decimal" />

<xsd:element minOccurs="0" maxOccurs="1" 

name="CategoryName" type="xsd:string" />

<xsd:element minOccurs="0" maxOccurs="1" 

name="SupplierName" type="xsd:string" />

<xsd:element minOccurs="0" maxOccurs="1" 

name="Name" type="xsd:string" />

<xsd:element minOccurs="1" maxOccurs="1" 

name="ID" type="xsd:long" />

</xsd:sequence>

</xsd:complexType> Download the code at

sys-con.com/webservices

Listing 1
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I
must admit that the subtitle I used

here sounds a bit like an overused mar-

keting cliché broadcast from a late-

night commercial on television. Anyone

seriously involved in enabling enterprise

resources as SOAP-based services on the

Web knows that the “today” part is quite 

a stretch. Although, depending on how you

look at it, you may be able to take it quite 

literally.

For instance, suppose you were able to

take software assets that currently exist

behind the corporate firewall and plug in a

network gateway or router that has the abil-

ity to instantly render them as Web services.

Imagine that all you need to do is define

which back-end components you want

exposed as Web services,specify various net-

work and security permission settings, open

the firewall gates, do some UDDI advertis-

ing,and you’re ready to go.And,imagine that

this can be done across a variety of custom

and packaged systems within the corporate

enterprise using a simple administrative

interface. As you might have already

guessed, the scenario I just described 

is available today with SOAPswitch from

Actional Corporation.

Overview
SOAPswitch is a nonintrusive proxy serv-

er that exposes custom and packaged
applications as Web services without
any programming involved. It’s designed
to be situated behind the corporate fire-
wall with other back-end systems, allow-
ing you to manage all of your Web serv-
ices under one point of control. It can
route existing Web services on the back
end, or serve as a proxy for J2EE or COM
custom applications and a variety of
leading packaged systems such as SAP
and Siebel. You can consider it as more
to a Web service gateway or router than
as an application server.

SOAPswitch is a direct descendant of
Actional Control Broker 3.0, with a lot of
new Web services-based functionality
added. This is especially important
when you take the various packaged
software adapters into consideration for
robustness and reliability. You’re not
talking about a 1.0 release here.

Product Application
SOAPswitch is designed for those

organizations which have a variety of
custom and packaged applications
across a multitude of platforms and
technologies that want to combine these
systems under a centralized Web servic-
es–delivery platform. Integrating these
systems into a corporate Web-services
substrate does not require developers to
code each Web service, but instead is a
matter of configuring and deploying
each back-end system interface that
SOAPswitch can see. The product does
not contain any data transformation or
mapping tools, nor does it contain any

business process management tools.
Therefore, don’t expect it to manage
sophisticated transactions across dis-
parate systems. That will require a con-
siderable amount of analysis and devel-
opment, and an application server with
Web-service capabilities. But, SOAPswitch
can take the various systems in your
legacy environment and expose the vari-
ous application interfaces under a com-
mon Web-service substrate – the first
step in achieving more advanced Web
services for your enterprise.

Features
Some of the key features of SOAPswitch

include:
• Adapters to custom application platforms,

including J2EE and COM

Reviewed by Joseph A. Mitchko
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• Adapters for leading packaged software
products, including SAP, PeopleSoft, and
others

• Performance monitoring and reporting
• Event logging and reporting
• Web-service auditing
•  Security management (including support

for single-login authentication servers)
• System alerts (will send an e-mail if a par-

ticular service is having trouble)
•  Security profiles

First Impressions
Installing SOAPswitch on my Windows

2000 Server–based system was smooth and
effortless. The only problem was that there
was no indication that the SOAPswitch
Windows service was up and running when
the install completed. I guess I’ve been
trained over the years to expect some sort of
kick-start operation to start things off. Once
I figured out that SOAPswitch was running, I
quickly moved on to the browser-based
administration console to configure the

server. I found the setup wizard to
be clear, unambiguous, and ex-
tremely well documented, and
one of the best examples of a
browser-based wizard I’ve worked
with in a while (see Figure 1).

One neat feature of the configu-
ration process was when it came
time to set up the alert e-mail. After
entering the necessary configura-
tion information including SMTP
server, e-mail address, etc., the sys-
tem will deliver an email confirma-
tion message to you. Quite acciden-
tally, I entered my POP3 address
instead of the SMTP server. The
configuration wizard clearly report-
ed the e-mail setup error and gave
sufficient information to diagnose
the problem. In all, it took me 10–15
minutes to set things up, although
if I hadn’t messed things up setting
up the e-mail, it would have taken
less time.

Making my way further through the ad-
ministrator console, I was quickly able to take
an existing Web service using the WSDL URL
and have SOAPswitch act as a proxy. In addi-
tion, SOAPswitch was able to introspect the
various classes and EJB components managed
by a WebLogic server I had previously installed
on the test system. Configuring a Web service
from an EJB component was equally straight-
forward (see Figure 2).

One note: in order to browse WLS com-
ponents, you will need to manually con-
figure a CLASSPATH property value in
SOAPswitch so that it points to the WLS
deployment directory area. If I could im-
prove one area, it would be the ability to
view EJB components remotely using the
WLS T3 protocol instead of having to
directly reference the JAR files on the
SOAPswitch server.

Testing
Testing a Web service using SOAPswitch is

limited to being able to view and manually edit
the request and response SOAP messages
using the product’s Web Services Viewer. More
detailed testing will require you to use some
other process or tool. An alternative approach
would involve downloading a Java client stub
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FIGURE 2 Systems Explorer in the Add Service Wizard

FIGURE 1 SOAPswitch Admin Console
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produced by SOAPswitch and using that as a
basis for a custom test bench application for
your service.

Security
SOAPswitch has built-in support for

the HTTPS protocol and provides certifi-
cate and keystore management tools. You
can also configure SOAPswitch to authen-
ticate users through a directory server or
from a single-point authentication sys-
tem such as Netegrity SiteMinder. With
the rich set of security features provided
with SOAPswitch, you can configure a
Web service to use the HTTPS protocol
from an existing non-authenticated serv-
ice on the back end or map a single

authentication ID to multiple back-end
accounts. There is also support for setting
up security profiles.

Status and Alerts
One of the main selling points of SOAP-

switch is its ability to perform centralized
monitoring, logging, and reporting for all
Web-service activity. A system health tab
in the SOAPswitch administrator provides
you with real-time status (using the famil-
iar stoplight green/yellow/red indicators)
for each of the configured back-end sys-
tems. You also get a set of four real-time
charts providing you with inbound and
outbound requests, failure rates, and
other vital statistics (see Figure 3).

Another important feature is the ability
to set up custom alerts for a specific Web
service and condition. For instance, I
can have the system notify the adminis-
trator via e-mail if the legacy service
takes too long to process a particular
service, or if it fails for any reason. The
ability to quickly identify problems
occurring in the back end cannot be
stressed enough in a Web-service pro-
duction environment. 

SOAPswitch provides rich auditing and
report capabilities for all Web-service
activity. Persisted by a back-end relational
database system, you can audit specific
services and report on any number of
metrics, both real-time and historical.
This will be very useful for tracking down
those pesky back-end problems.

Event Logging
SOAPswitch maintains an event log

that captures all error and warning con-
ditions across the system. Like the
auditing feature, you can also configure
custom reports based on logging infor-
mation. In addition, you have control
over which severity levels are being
logged by the system. 

Product Availability
SOAPswitch ships in two versions:

Professional Edition (no high-availability
features and can only connect to J2EE-and
COM-based services) and Enterprise
Edition (support for packaged software
solutions, high availability, and cluster-
ing). Actional SOAPswitch is currently
available directly from Actional. Ad-
ditional Web services products will be
available from the company soon.

Summary
SOAPswitch is one of the first products

to adopt a new and exciting concept work-
ing its way through the Web Services
Interoperability Organization – that the
various protocols involved in Web services
(SOAP, WSDL, UDDI) can potentially be
integrated with the application layer of the
OSI model (known as layer 7 markup).
This makes perfect sense, and relegates
SOAPswitch into a new product class that
views Web-service integration from a net-
work perspective – hence the name
“SOAPswitch”. 

FIGURE 3 Charted statistics in the Admin Console
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T
his month WSJ focuses on P2P architectures and grid computing, two top-

ics that are gaining momentum in our industry. Over the past year or so

I’ve read many excellent articles and books on these topics. However, get-

ting a handle on what P2P and the grid are can be a challenge as implementations

advance rapidly, major technologies are converging, and more people are applying

these concepts to their particular disciplines.

I recently had the opportunity to interview Graham Glass, CEO and founder of

The Mind Electric. We discussed the definitions of P2P and grid computing, the

importance of service discovery, how TME’s products relate to P2P/grid concepts,

and the future of service-oriented computing. I’ve known Graham for some time

and have always found his work and insight to be both solid and valuable. This arti-

cle should give both developers and managers a better perspective on the state of

the technology and how grid and P2P can help them solve problems.

Graham, tell us a little bit about yourself and The Mind Electric.
Graham: I’m the CEO and founder of The Mind Electric. TME builds

software infrastructure for creating systems out of Web services, specifi-
cally moving our clients toward service-oriented architectures.
Additionally, we believe that there will be a strong convergence between
technologies like Web services and architectures like P2P. 

What were you doing prior to starting The Mind Electric, and how
did you get involved with distributed computing?

Graham: I’ve actually been in distributed computing for a long time.
In a previous lifetime I founded a company called ObjectSpace, which
had a good reputation for a product called Voyager. Voyager was in the
days when object request brokers were kind of state of the art. The goal of
Voyager was to make distributed computing based on object request bro-
kers as simple and easy as possible. That theme of “making things as sim-
ple as possible” is something I’ve always held near and dear to my heart.
The Mind Electric is doing the same kind of thing, but for much more
sophisticated software infrastructure problems. We’re in the business of
making the construction of professional-quality enterprise systems out of
Web services as simple and easy as possible.

We’re hearing the term peer-to-peer, or P2P, frequently in the
press. From your point of view, what is peer-to-peer computing? 

Graham: I think from a technical perspective, when people talk
about peer-to-peer they’re really talking about highly decentralized archi-

tectures. For example, a client/server architecture is one where the server
is generally a beefy machine with a whole bunch of mission-critical stuff
and the clients are dumb. That’s a setup that is clearly not a P2P system
because the server is way more powerful and resilient than other nodes. I
would say personally that peer-to-peer is more of a mind-set. 

It’s much like the days of object technology, where a lot of people did-
n’t really know what an object was. They would ask for an example of
objects in practice. I have an example that I’ve used quite successfully to
show people what P2P is really all about; it has to do with cell phones.

If you look at how cell phones work right now, your phone is quite
dumb. To set up a cellular network, you have to install base stations at a
number of different points. This is quite like the client/server model – the
phone is the client and the base station is a fairly extensive server. To
extend the cellular network you have to put a bunch of base stations in
place. 

In a peer-to-peer cellular network, the cell phones would be both
client and server. So if a cell phone were not being used as a way to com-
municate, then it would automatically switch into a kind of transmission
mode and be able to route other people’s cellular phone signals. Now,
without needing base stations, you could basically air drop 100,000 cell
phones into someplace and boom! – Instant cell network!

Another hot topic is “grid computing.” Could you speak about that
and its relation to peer-to-peer computing?

Graham: Grid computing is something that was initially about how
to use free machine cycles to do high-speed scientific calculations. But as
people get into Web services they’re saying, “If I create a Web 
service, when I publish it for use by other services, what is the technology
that will allow those services to connect together?” In other words, what
will connect the producer and the consumer? And if a Web service fails,
what will automatically route requests to a new server? The industry is
realizing that a good architecture for doing this work is very similar to the
architecture for managing services in the domain of electricity distribu-
tion. In the national power grid, if you’re a producer – not of a Web serv-
ice but of electricity – you can easily plug in a power generator some-
where. If some consumer wants to use electricity, they effectively plug
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into the national grid and it is responsible for connecting producer and
consumer, billing, routing, and load balancing. 

In the realm of electricity it’s very clear what “the grid” does; people are
now saying, “Hang on, we can do the same thing, but for Web services and
for XML data.” People are looking at grids as a general-purpose concept
for linking together producers and consumers of services and data. It just
so happens that when you start building large-scale grids, it’s very natural
to use P2P architectures to implement them because P2P architectures
can usually scale much better than client/server architectures.

The Mind Electric’s two products are GLUE and GAIA. GLUE is a
core Web services platform. Can you describe GLUE and then tell us a
little about GAIA and how it is a P2P and grid-computing enabler?

Graham: Our product line is designed to help enterprises go
through the adoption curve of Web services from beginning to end.
The beginning is, "How do I build my first Web service?" Developers
then progress towards the mental evolution of “How do I now build
systems comprised of a large number of services hosted in a variety
of different platforms?” So the first phase of adoption is what GLUE
is targeted at. For Java developers it’s all about how do I rapidly cre-
ate and then deploy Web services. The very early versions of GLUE
simply focused on the early parts of the puzzle, but the latest ver-
sions include advanced features like a high-speed Web server,
servlet engine, JSP implementation, and all the standard J2EE appli-
cation stuff. The main reason GLUE is so successful is because it
makes this very simple and that’s what we think Java developers
really want.

We think that once people start building Web services, some of
which will be built using Java, some built using .NET, then in order
to connect these services together reliably you’re going to need
something that is the equivalent of the national electricity grid.
GAIA is targeted at tackling this second stage of evolution. If you
imagine having a bunch of different services created in a vendor-
neutral way, then GAIA is designed so you can plug something into
it and, just like the national electricity grid, it will connect the pro-
ducers and consumers to perform fail-over, load balancing, discov-
ery, etc. But most importantly, GAIA does this all in a way that’s
independent of the service implementations themselves. 

Service discovery has been an issue for a couple of platforms,JINI
and UDDI being two of the most prominent. Please speak about them
and GAIA’s service discovery.

Graham: Let’s look at JINI to begin with. JINI, at least so far, hasn’t
been particularly successful and one of the reasons was because it was so
Java-centric. In a world that is so heterogeneous, with services written in
C, Perl, and C#, having a discovery mechanism that’s based purely in Java
is never going to be successful. 

However, one of the things that people liked about JINI, especially in
the Java world, is that it was relatively transparent in the way that you used
it. So if there was a Java interface for a currency exchange service, it was
very easy to say, “Find me a service that implements this interface” and
you would get back a proxy and invoke the service transparently. 

Java developers using GAIA will find it even easier than any code
examples you might have seen in JINI to discover and use services. With
one line of code in GAIA you can say, “Find me a service that has a certain
interface,” and it will find that service if it’s compatible, regardless of
whether the actual service is an EJB, C#, or VB component – it makes no

difference to GAIA. So the first difference is basically ease of use, which
we’ve got a great reputation for.

As far as UDDI goes, it’s really just an API to perform a search using
XML. UDDI doesn’t actually enforce any particular architecture for doing
that. One of the things we’re looking at is providing a UDDI skin over
GAIA. In other words, if you want to access GAIA as if it was a UDDI serv-
er, then you can do it through the standard UDDI API. Under the hood
GAIA would be using a P2P architecture to actually broker services and
the publications. 

You said that one of the weaknesses of JINI was that it was Java
only. Do you think the JINI team at Sun has learned that lesson and is
applying it to JXTA?

Graham: Good question. The lesson they learned most clearly shows
up in JXTA just because it’s now completely focused on protocols not
implementations. I think that JXTA has definitely learned a lot from the
JINI experience. It’s tricky to understand right now where JXTA is going. It
seems to be absorbing more things and becoming less and less JXTA-like
over time. Additionally, I think when people look at the architecture in
GAIA they’ll find it to be insightful.

Do you have any plans for implementing GAIA in languages other
than Java? Is there a need to do that?

Graham: It’s funny you should ask that. A lot of people who
are familiar with The Mind Electric and GLUE would pigeonhole
us as a Java-centric company. That’s certainly our roots, and we
really love Java as a language, but the reality is that there are going
to be a lot of other technologies out there, specifically Microsoft’s
.NET. We wanted to make GAIA as efficient as possible for the
platforms that it’s actually installed on. Also, we want GAIA to run
reliably and quickly on small devices like PDAs, and a lot of PDAs
look like they’re going to start shipping with the .NET Compact
Framework. Later on this year we’re going to be porting GAIA to
the C# language so it will be a native .NET implementation of the
same technology. There will be a .NET version for .NET develop-
ers and a Java version for Java developers. They will all complete-
ly interoperate. So if you want to build a grid composed of servic-
es using .NET it’s completely transparent as far as GAIA goes. It
uses XML for all of its communications; there’s nothing language-
specific about the architecture at all.

Back to the grid. When UDDI came out there was a lot of talk about
big public UDDI registries. The reality has been that that model has not
taken off and it is being downplayed, often at the expense of private
UDDI registries. Right now the talk is about ‘the grid’; do you see a sin-
gle grid emerging or do you see many grids?

Graham: I think there’ll be a global grid that will share general infor-
mation and services, but companies will also have their own internal
grids. Your company, even within projects, might have mini-grids. The
mini-grids are almost like next-generation app servers, and they might be
connecting 10 or so different computers. A small grid will presumably be
able to access some of the power of the large grid that it’s plugged into and
so on. Public services will be used by private grids but not the other way
around. That’s my prediction.

We have it on record. Thank you and best of luck with the upcoming
releases of GLUE and GAIA.

Grids, Peers, Discovery, 
and What’s a GAIA?

A conversation with Graham Glass
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Written by Liang-Jie Zhang

or public. Think of WS-Inspection as a
cheap solution for organizations with
existing relationships to discover each oth-
ers’ Web services. UDDI, on the other hand,
is more like a traditional Yellow Pages
directory that organizations can use to get
a series of listings for Web services under
different categories. UDDI is the building
block that will enable businesses to quick-
ly, easily, and dynamically find and trans-
act with one another via their preferred
applications.

As for simple WS-Inspection crawling, a
search tool can be easily built on top of a
WSIL parser for searching WS-Inspection
documents. For example, the Web Services
Inspection Language for Java API (WSIL4J)
provides a Java interface that can be used
to parse existing WS-Inspection docu-
ments or programmatically create new
ones. The WSIL4J is included in the Web
Services Toolkit (WSTK) release (www.al
phaworks.ibm.com/tech/webservicestoolkit).
Most of the WSIL4J classes represent ele-
ments that can appear in a WS-Inspection
document. The WSIL4J API also provides a
WSILProxy class that can be used to easily
access certain types of information within
a WS-Inspection document. The proxy
interface will read the WS-Inspection doc-
ument and then allow you to directly
access the WSDL documents for UDDI
business services you need.

As for simple UDDI search, a UDDI
client can be used to search a UDDI registry.
The typical Java-based UDDI client is
UDDI4J (UDDI for Java, www.uddi4j.org), an
open-source project initialized by IBM.
UDDI4J is a Java class library that provides

an API to interact with a UDDI registry. The
UDDI Project is a comprehensive, open
industry initiative enabling businesses to
discover each other and define how they
interact over the Internet and share infor-
mation in a global registry architecture.
Currently, UDDI4J version 2 beta is avail-
able. It provides full support of the UDDI v2
specification, support for multiple SOAP
transports including AXIS (SOAP version 3),
debug logging, and configuration capabili-
ties. HP, IBM, and SAP announced in
December 2001 that they’ve committed to
supporting UDDI4J.

As shown in Figure 2, a Web services
search requester can use WSIL4J to look into
WS-Inspection documents represented as
WSIL. If a requester wants to search a UDDI
registry, he/she needs to use a UDDI client
such as UDD4J. As the public UDDI opera-
tors, IBM, Microsoft, SAP, and HP provide
their own Web browser interface to allow
users to specify the search criteria for a spe-
cific search from their own UDDI registry. 

Problems
In general, UDDI can locate businesses

whose identities are well known so users
can find out what services they offer and
how to interface with them electronically.
But one of the big concerns is accuracy.
When a specific category is registered along
with UDDI registration data, only people
searching for that exact category will find
the results (see www.uddi.org). Moreover,
the simple UDDI search is focused on a sin-
gle search criterion such as business name,
business location, business category, or
service type by name, business identifier,

and discovery URL. With a projected near-
term population of several hundred thou-
sand to a million distinct entities, it’s unlike-
ly that searching for businesses that satisfy a
particular set of criteria will yield a manage-
able result set. The current advanced UDDI
search is trying to deal with multiple search
criteria included in a single search request
for a fixed UDDI registry. 

Current search APIs are rudimentary at
best, and developers must write a lot of code
to find the Web services they desire.
Especially from an e-business application
developer’s point of view, it’s necessary to
send a few sequential or programmed
search commands to the UDDI registry or
other Web services sources, such as WSIL
documents, for information aggregation.
The information sources may include multi-
ple UDDI registries and other searchable
sources. Obviously, there is a need to pro-
vide an advanced search mechanism for
Web services to dramatically extend the cur-
rent search capability, which is based on
categories or key words, by improving effi-
ciency and enhancing performance.

The UDDI Browser provided by soap-
client.com allows you to search custom or
private UDDI registries. One UDDI registry
should be specified for each request. This
doesn’t support the aggregation of search
results from multiple UDDI registries or
other Web services sources.

Next-Generation Web Services
Discovery Mechanism

The script-based search agent will likely
play an important role in Web services dis-
covery for Web browser–based Web services,

FIGURE 1 Web services publishing process FIGURE 2 Web services discovery

E
xploring a business application

published as a Web service in the

UDDI registry or Web Services-

Inspection (WS-Inspection) documents is a

critical issue. A search for such an applica-

tion should be effective in terms of time and

uniform in terms of interfaces. This article

will  examine the existing Web services pub-

lishing and corresponding discovery tech-

nologies, including potential problems and a

novel technology for advanced Web services

discovery.

Web Services Publishing 
The emergence of Web services repre-

sents the evolution of e-business. Web ser-
vices are reusable Web components with
standard interfaces described in WSDLs.
They can be accessed by universal clients
such as wireless devices, Web clients, and
other application clients. As an enabling
technology, they’ve been adopted to repre-
sent services and communicate with other
services in a standard way.

In general, Web services can be pub-
lished to a public or private UDDI registry or
Web Services Inspection Language (WSIL)
documents, illustrated in Figure 1. The
design of UDDI allows simplified searching
and allows trading partners to publish data
about themselves and their advertised Web
services for categorization. A UDDI registry
is a central place to store the information
and pointers about a Web service. There are
two types of UDDI registries: private and
public. As an application developer, you can
publish your Web services to the existing
public UDDI registries operated by IBM,
Microsoft, HP, and SAP. If you want to pub-
lish your private or confidential Web servic-
es, however, you should use a private UDDI
registry. For testing or small-scale integration
purposes you can publish your Web services
to WS-Inspection documents, which enable
Web services discovery, deployment, and
invocation without the need for a UDDI reg-
istry. WS-Inspection documents provide a

means for aggregating references to preex-
isting service description documents
authored in any number of formats. These
inspection documents are then made avail-
able at the point-of-offering for the service
as well as through references that may be
placed within a content medium such as
HTML. For example, there is a URL for
developers to locate the WS-Inspection
documents on a Web site (e.g., www.be4ws-
wsd.com/inspection. wsil).

The UDDI registries and the WS-In-
spection documents are tightly associated
by WS-Inspection data tag “wsiluddi.” Thus,
in a WS-Inspection document, you can use a
reference pointer to connect to a business
or service published in a UDDI registry. 

Simple UDDI Search and 
WS-Inspection Screening

Many developers believe Web services
will open up a world of interlocking busi-
ness services that find each other over the
Internet, thus integrating disparate code
into useful programs. If this vision is to be
realized, users must be able to find services
on the vast public network. 

There are currently solutions for finding
Web services from centralized UDDI reg-
istries or distributed WS-Inspection docu-
ments published on regular Web servers. As
shown in Figure 2, a WSIL document can
have a link to point to another WSIL docu-
ment, and a UDDI registry can be private
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discovery clients, and e-business applications.
The mechanism should:
• Use a standard interface
• Simplify the developer’s work
• Hide the complexity of UDDI and WSIL

search clients
• Perform result aggregation from one or mul-

tiple sources
• Act as an advanced search portal on an ap-

plication server

Based on these concerns, the next-genera-
tion Web services discovery mechanism
should look like the search agent shown in
Figure 3. The advanced Web services search
agent can be accessed by a regular application
client or Web browser and communicates with
multiple UDDI registries and WS-Inspection
documents. A complicated result aggregation
mechanism can be defined in the search
agent. When a service requester looks for a
Web service, three basic data types can be
returned from UDDI registries: businessEntity,
businessService, and ServiceType (Technical
Model, t-Model).

The example aggregation includes, but isn’t
limited to, intersection-, union-, and script-
based logic operation for the resulting re-
sponses from multiple sources. The final re-
sponse to the search requester may be a new
XML format or an existing XML format such as
WSIL. Due to its extensibility WSIL will play an
important role in representing the aggregated
result.

In addition, the semantic information
about Web services will contribute to efficient
Web services discovery. For example, Web
services discovery described in DAML for Web
Services (DAML-S) involves the automatic

location of Web services that
provide a particular service
and adhere to requested con-
straints. DAML-S is trying to
provide declarative advertise-
ments of service properties
and capabilities that can be
used for automatic service
discovery. The disadvantage
of DAML-S is in trying to cre-
ate a new Web services reg-
istry from scratch. If it can
describe the semantic infor-
mation of regular Web servic-
es published in UDDI reg-
istries or WS-Inspection doc-
uments, DAML-S can be ad-
opted by the next-generation

Web services discovery mechanism. 
On the other hand, the Web Services

Relationships Language (WSRL) describes
the relationships of the Web services rather
than the requests. Current Web services spec-
ifications and UDDI specifications lack defi-
nitions and descriptions of the generic rela-
tionships among business entities, business
services, and operations. But these relation-
ships are keys to composing and executing
dynamic business processes integration. Web
services relationships are defined at different
levels: business-business relationships, busi-
ness-service relationships, service-service
relationships, business-operation relation-
ships, service-operation relationships, and
operation-operation relationships. The re-
sulting relationships are captured by WSRL.
For example, the partner relationship among
business entities defined in WSRL can help
the Web services discovery mechanism effec-
tively locate desired service providers based
on the specific search criteria. Currently, a
simple relationship (publisherAssertion)
between two parties has been defined in
UDDI v2. The WSRL will be a natural exten-
sion to publisherAssertion.

The next-generation Web services discov-
ery mechanism should be built on uniform
script-based XML search requests a, federat-
ed UDDI search engine with result aggrega-
tion, semantic information utilization, and
relationship definition in WSRL.

An Example: Business Explorer 
for Web Services

IBM has been pioneering the advanced
Web services discovery work through its
alphaWorks technology – Business Explorer for

FIGURE 3 Agent-based advanced Web services directory

W S J  F e a t u r ee



w w w . w s j 2 . c o m September 2002 47

W S J  F e a t u r ee

Web Services (BE4WS) – since last December.
I believe other companies will follow up to
develop similar technologies or systems.
Currently, BE4WS has been enhanced to sup-
port UDDI version 2 and SOAP version 3 (i.e.,
AXIS). You can get the latest technology
release of BE4WS from Web Services Toolkit
version 3.1 or later.

What are the major differences be-
tween using BE4WS and using a regular
UDDI client? A UDDI client like the
UDDI4J typically provides only lower-
level APIs for searching the UDDI registry.
BE4WS provides higher-level APIs to take
advantage of UDDI4J or other clients,
such as the WS-Inspection search tool, to
define a script-based search request,
aggregate search results, and explore
multiple UDDI registries concurrently.
For example, a script-based single USML
(UDDI Search Markup Language) request
in BE4WS can include multiple queries,
different UDDI sources, and an aggrega-

tion operator. The returned result is
aggregated from different UDDI registries
or other sources according to the search
criteria defined in the USML script. If
you’re using UDDI4J alone, you must
write your own code to send out multiple
search queries to different UDDI reg-
istries and then aggregate the data your-
self. Obviously, this is a time-consuming
process, and an advanced UDDI search
engine can better handle such requests.

BE4WS can incorporate not only differ-
ent Web services discovery technical lay-
ers (such as UDDI for Java technology or
other similar UDDI client packages), but
also different sources (such as standard
UDDI registries, WS-Inspection docu-
ments, etc.). So BE4WS enables you to
interact with XML representations of a
UDDI exploring mechanism instead of
working directly with UDDI for Java tech-
nology and other UDDI clients. With
BE4WS, you can use the same program-

ming model regardless of
how your Web services
discovery clients are im-
plemented. BE4WS could
emerge as a standard effi-
cient and effective ex-
ploring mechanism and
common interface for
UDDI registries and other
sources.

BE4WS provides two
types of APIs for business
application developers: 
a regular Java API and a
Web services interface.

Three pubic methods have been exposed
in the BE4WS: searchByFi leName, search
ByString,  and searchByURL. Any e-busi-
ness application developer can use these
APIs to easily find desired business enti-
ties, services, and service types (tModels)
from different UDDI registries using a sin-
gle Java or SOAP call. The only input
parameter for these calls is a USML re-
quest string or a USML document loca-
tion. The returned result is also a USML
response document. Thus, BE4WS can be
easily deployed as a central UDDI search
portal. All authorized e-business applica-
tions can take advantage of this service to
explore business and service information
across multiple UDDI registries.

Once a BE4WS Web service is published
in a private or public UDDI registry, any
application can find this useful UDDI
search service and invoke it through a
WSDL interface. The installed BE4WS Web
service works as an advanced UDDI search
portal that allows SOAP clients to search for
business and service information in multi-
ple UDDI registries. There are two methods
in the BE4WS Web service: searchByString
and searchByURL. The SOAP service ID is
urn:uddisearch-service, and the provider
class is com. ibm.UDDI.BusinessExplorer.
UDDI Search.

Listing 1 illustrates a USML script.
There are two queries in one USML
request, and this request will be sent to
BE4WS. The first query represents the
search requester who wants to find busi-
ness entities whose names include Ex-
plorer from Private UDDI Registry 1
installed on wsbi5. The second query rep-
resents the search requester who wants to
find business entities whose names start
with KEP from Private UDDI Registry 2
installed on wsbi10. The results from
these two UDDI registries will be aggre-
gated according to the definition of
AggOperator (Aggregation Operator) in
the USML script. In this example the two
results will be united and sent back to the
search requester. The Aggregation Oper-
ator can be defined as “OR”, “AND”, or
“Script”. The detailed description of the
tags in the USML can be found in the
BE4WS informayion included in the WSTK
3.1 release. 

After the user creates the above simple
script, named BE4WS-example.xml, he/she

can put this file into the local system or on a
Web server. If this USML script is stored on
the local system, the user simply needs to
type the following command to execute the
BE4WS engine:

Java services.demos.be4ws.client.Demo1

BE4WS-example.xml

Listing 2 shows the search result – a
typical business list composed from two
UDDI registries.

As mentioned earlier, BE4WS can be
deployed on an application server as an
advanced Web services search portal for B2B

integration or Web application integration. For
example, the federated UDDI search request
defined in Listing 1 could be used by an enter-
prise application, such as an intelligent service
locator (agent), to look up UDDI registries for
finding desired services providers. The aggre-
gated search result (USML response) shown in
Listing 2 can be parsed and presented in a
JavaServer Page (JSP) created by the intelligent
service locator. Figure 4 shows the aggregated
result from BE4WS.

This example demonstrates a simple
USML script for searching multiple UDDI
registries. This method simplifies the
developer’s programming work and pro-

vides a more accurate result aggregated by
BE4WS according to the search criteria
defined in the USML script.

Conclusion
We know the existing Web services dis-

covery mechanisms are designed for very
limited use of UDDI or WS-Inspection
documents. The BE4WS-like, script-based
Web services discovery mechanism with
result aggregation from different sources –
a key enabling technology for e-business
integration providers – will be the next big
thing in the integration of Web services
applications. 
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FIGURE 4 Aggregated result from BE4WS

Listing 1

<?xml version="1.0"?>

<!DOCTYPE Search SYSTEM "UDDISearch.dtd">

<Search>

<ProcessId>9999</ProcessId>

<Query>

<Source>Private UDDI Registry 1</Source>

<SourceURL>http://wsbi10/services/uddi/inquiryAPI</SourceURL>

<BusinessName>%Explorer</BusinessName >

<FindBy>Business</FindBy>

</Query>

<Query>

<Source>Private UDDI Registry 2</Source>

<SourceURL>http://wsbi5/services/uddi/servlet/uddi</SourceURL>

<BusinessName>KEP</BusinessName >

<FindBy>Business</FindBy>

</Query>

<AggOperator>OR</AggOperator>

</Search>

Listing 2

<?xml version="1.0"?>

<USMLResponse>

<Business>

<BusinessName>IBM Business Explorer for Web      

Services</BusinessName>

<BusinessKey>3AAF73D0-4C2B-11D6-8C23-94  

39175A0C24</BusinessKey>

<Description>BE4WS is an XML based Web services discovery  

mechanism for efficiently and effectively search UDDI 

registries and Web Services Inspection Documents. It can 

be used as an advanced UDDI search client or an advanced 

Web Services Discovery portal.</Description>

<URL>http://wsbi10/services/uddi/uddiget?businessKey=3AAF73D0-

4C2B-11D6-8C23-9439175A0C24</URL>

<Operator>wsbi10/services/uddi</Operator>

</Business>

<Business>

<BusinessName>Worldwide Transportation Explorer for E-

Business</BusinessName>

<BusinessKey>1314CA90-4C2C-11D6-8C23-

9439175A0C24</BusinessKey>

<Description>This is a famous shipping company in the world. 

You can name your shipping cost, then we will match 

it!</Description>

<URL>http://wsbi10/services/uddi/uddiget?businessKey=1314CA90-

4C2C-11D6-8C23-9439175A0C24</URL>

<Operator>wsbi10/services/uddi</Operator>

</Business>

<Business>

<BusinessName>KEPEX Fulfillment Center</BusinessName>

<BusinessKey>8EF91680-EDDA-11D5-ADF1-

850C07A41C41</BusinessKey>

<Description>KEPEX</Description>

<URL>http://wsbi5:80uddiget?businessKey=8EF91680-EDDA-11D5-

ADF1-850C07A41C41</URL>

<Operator>wsbi5:80/services/uddi</Operator>

</Business>

</USMLResponse>

Download the code at

sys-con.com/webservices

Listing 1

Listing 2 
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Understanding the features and bene-
fits of Web services–management tech-
nologies available today will have a signif-
icant impact on how Web services are
developed and how companies can use
Web services tomorrow. The news may be
much better than most think, especially if
concerns about security, reliability, con-
nection provisioning, and monitoring are
making executives shy about taking the
Web services plunge.

Before I talk about different types of
management platforms, it may help to
take a look at the problems management
platforms address. Web services–manage-
ment solutions exist because Web services
are cross-platform and potentially cross-
organization in nature. While the stack of
Web services standards provides the basis
for cross-platform and cross-organization
interoperation, companies still need an
infrastructure to manage the “distributed
system” created by the enterprise. 

Further, today’s Web services standards

are immature, so they have to be aug-
mented with other technologies to ensure
security and reliability. Because they’re so
new, the standards are sure to evolve.
Management platforms act as a “shock
absorber,” buffering companies from the
impact of future changes in standards
while enabling Web services for business
benefit now.

What Web Services
Management Platforms
Provide

Management platforms can be separat-
ed into two categories based on the focus of
their management-feature set. One catego-
ry focuses on managing the Web services
themselves, addressing such requirements
as version management, performance mon-
itoring, and composite Web services work-
flow. These solutions abstract Web services
from the execution platforms and provide a
layer of control that spans multiple underly-
ing technologies.

The second category focuses on the
actual “connections” between Web-serv-
ices providers and requesters. This con-
nection abstraction includes not only the
Web service and its transport binding,
but also the relevant infrastructure
details of the provider and requester end-
points. 

Just as any given Web service has its
own unique characteristics, each of the
multiple connections associated with it
has its own characteristics. Potentially,
each connection can have different com-
binations of authentication, encryption,
reliability and other protocols as well as
service-level definitions plus environ-
mental variables such as firewall and
proxy configurations associated with
provider and requester endpoints.

These management platforms are
often referred to as Web services–net-
working solutions. These solutions ad-
dress three critical functions in the imple-
mentation and management cycle: con-
nection provisioning, optimized SOAP
communications, and monitoring net-
work services. 

Connection provision-
ing is the critical step in a
Web-services implementa-
tion cycle where technolo-
gy meets processes and
people and often repre-
sents the biggest bottle-
neck of Web services
projects. Provisioning
requires a level of coor-
dination and agree-
ment between pro-
vider and requester
regarding the technical
details associated with
each connection. Yes,

M
any companies are in the initial

planning and pilot stages with

Web services initiatives and may

not think they need to consider management

solutions right now.  They need to think again.

Management

Written by Dave Spicer
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two developers can provision a connec-
tion over the phone; however, if a Web
service involves more than a handful of
requesters, that manual process will
never work. 

A Web services–networking solution
automates provider/requester interac-
tions with a self-service browser-based
application, then codifies their agree-
ment and synchronizes their infrastruc-
tures to speed implementation of the
connection and simplify maintenance. 

At runtime, the network acts as an
intelligent interceptor of SOAP messages
and handles and implements the com-
plex, interrelated aspects of transport
protocol, including authentication, sign-
ing, encryption, reliability, compression,
streaming, and state management, based
on the specific connection parameters
previously declared during the connec-
tion provisioning process. A Web services
networking solution provides an “edge
cache” where PKI information and the
declarative parameters of each Web-serv-
ices connection are stored, so runtime
performance isn’t hampered by calls to
third-party verification servers.

Finally, the Web services–networking
solution provides monitoring and net-
work services. It selectively gathers log
data, traps error conditions, and allows
customers to view all network connec-
tions from a single dashboard. Because
the Web services–networking solution
monitors both ends of the connection,
it’s able to correlate a Web-services trans-
action across platforms and even across
enterprises to give providers and re-
questers a holistic view of statistics from
the entire network.

Once companies realize the necessity
of a management infrastructure, a com-
mon question is, “Can’t I just build my
own?” Some of the functionality provided
by a Web services–networking solution
can be developed internally, but building
it can potentially quadruple the costs of a
Web services project and, perhaps just as
important, significantly slow time to
market. Given that, most companies opt
to utilize a third-party solution.

Characteristics and
Considerations

A number of vendors offer Web ser-
vices–management solutions as either a
subscription-based service or as licensed
software. Some subscription-based serv-
ice providers deliver transparent infra-
structure, while others act as intermedi-
aries to whom companies outsource their
B2B integration tasks. In many cases,
companies will require a combination of
services- and network-management tech-
nologies. Selecting solutions that best
meet the needs and objectives of the proj-
ect depends on many factors, including
how the Web services project is deployed
and who the users are.

Pick the Low-Hanging Fruit
These days, it’s hard to find an IT trade

publication that isn’t devoting a signifi-
cant portion of its editorial space to Web
services, and many are publishing articles
addressing where Web services fit in the
overall IT scheme. For a breakthrough
project, companies should look to areas
where Web services can deliver significant
ROI with only a minor investment, making
the decision easy – in sales and marketing 
vernacular, low-hanging fruit (LHF).

Upon examining those companies that
have identified such projects, we see some
common threads emerging:
• No replacement: These projects rarely

involve replacing existing solutions
such as EDI or EAI. Rather, they focus
on integration challenges that existing
solutions could never solve due to tech-
nical or cost-related issues.

• Big company drives: As was the case
with EDI, these Web services projects
are often driven by a large company to a
community (either internal or external)
of parties that have a vested interest in
acting on the “invitation” of the big
company. Few, if any, of the projects
that deliver immediate benefit are ba-
sed on the “build it, publish it to UDDI,
and wait for someone to find it” model.

• Expose existing applications to trusted
parties: Rather than new applications
built from scratch with Web services,

LHF projects are often based on wrap-
ping existing applications to expose
them as Web services. These Web servic-
es projects are almost always limited to
trusted parties, usually exposed inter-
nally first and then rolled out to busi-
ness partners with whom there is a pre-
existing relationship.

• High scale, low touch point: High-
scale/low touch-point projects are par-
ticularly suited for Web services be-
cause they involve a large number of
users with relatively few and unsophis-
ticated interfaces. For example, an in-
surance company uses Web services to
provide coverage verification – a simple
transaction – to 10,000 healthcare pro-
viders, a high number of users.

Historically, organizations have often had
to limit electronic workflows to their largest
business partners because it wasn’t cost effec-
tive to include all parties. Now, by implement-
ing these high-scale/low-touch-point Web
services projects, they have the opportunity to
involve everyone.

Conclusion
In all cases, a Web services–management

infrastructure is necessary. Just imagine the
chore of manually provisioning connections
in a high-scale/low touch-point project in-
volving hundreds or even thousands of
users with various IT environments and ex-
pertise. The resources required for that
function alone would overwhelm even the
most sophisticated IT groups.

Web services–management platforms
give companies the ability to accelerate
the connection process, and that speeds
the realization of business benefits.
Furthermore, they enable enterprises to
control and coordinate their Web services
when they are in production – these are
critical functions because when Web serv-
ices are in production, they involve multi-
ple infrastructures and organizations. For
any company seeking business benefits
through the use of Web services, manage-
ment platforms represent critical infra-
structure that should be considered early
planning stages. 
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Written by Milan Milenkovic

Web Services
Distributed computing on the Internet, in

the form of Web services, is rapidly evolving
toward the ability to dynamically link dis-
persed, heterogeneous platforms into self-
organizing structures to provide a plethora of
services. These include both end-user services
and automated, machine-to-machine, pro-
grammatic services. Web services are self-con-
tained, self-describing, loosely coupled soft-
ware components that can be described, pub-
lished, discovered, and invoked over the
Internet using standard protocols. They can
dynamically locate and interact with other
Web services on the Internet to provide a com-
plex service without human intervention.

Web services are platform-independent
and based on Internet standards – such as
XML, SOAP, UDDI, and WSDL. Coupled with
the ubiquitous connectivity of the Internet,

Web services realize a long-sought vision of
component software: distributed, reusable,
standardized, open, scalable, and Internet-
centric. The distribution of computer re-
sources across the Internet is an acknowledged
trend in today’s computing industry. XML and
Web services are often seen as providing the
“plumbing” for that distribution.

Peer-to-Peer Computing
Peer-to-peer computing provides both a

design approach and a set of operating as-
sumptions that enables exploitation of the
aggregate power of millions of networked per-
sonal computers and high-end personal digital
assistants. It provides file backup, content dis-
tribution, and collaboration without the need
for centrally provisioned and managed servic-
es. Peer-to-peer solutions are also noted for
dealing with practicalities found in vastly het-

erogeneous collections of personal machines,
such as intermittent node availability, non-
DNS IP addressability (due to dynamically
assigned and translated IP addresses) and bidi-
rectional communication through Network
Address Translation (NAT) units and firewalls.

Grid Computing
Grid computing extends conventional dis-

tributed computing by large-scale sharing of
computational and storage resources among
dynamic collections of individuals and institu-
tions. Such settings are characterized by
unique scale, security, authentication,resource
access, and resource discovery requirements.

The term grid comes from the notion of
computing as a utility and an analogy with a
power grid as a pool of resources combined to
meet variations in load demand without users’
awareness of (or interest in) how it is done.

AUTHOR BIO: 
Dr. Milan Milenkovic is director
of distributed systems architec-
ture in Intel’s Corporate
Technology Group (R&D).  He

has authored several textbooks and numerous
articles in the area of systems design.
MILAN@INTEL.COM

The current implementation of the World Wide Web and its supporting Internet infrastructure is predom-
inantly geared toward information retrieval and display in a humanly readable form. Its data formats
and protocols are neither intended nor very suitable for automated machine-machine interactions 

without humans in the loop.
Emerging uses of the Internet – including peer-to-peer and grid computing – provide both a glimpse of

and the impetus for evolution of the Internet into a distributed computing platform of unprecedented scale.
In this article I explore the needs and requirements of distributed computing on the Internet and 

present a case for a building-block approach that amalgamates and extends the foundation provided by 
standards-based Web services, peer-to-peer, and grid computing. I analyze the requirements of 
emerging and predicted modes of Internet distributed computing and extrapolate some fundamental under-
lying principles and mechanisms.

When implemented, the proposed building-block approach will provide an unprecedented level of 
modularity and standards-based infrastructure support for composition of distributed applications on the
Internet that combine the best aspects of Web services, peer-to-peer, and grid computing.
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Grid’s origins and most of its current applica-
tions are in the area of high-performance com-
puting. 

Internet Distributed Computing
Internet Distributed Computing (IDC)

describes the use of the Internet as a distrib-
uted computing platform by combining and
unifying common aspects of Web services,
peer-to-peer, and grid computing, while pre-
serving their unique problem-solving aspects.
Internet standards and connectivity are used
to achieve convergence, interoperability, and
reuse of a set of common building blocks that
meet the listed and emerging requirements of
distributed computing on the Internet. 

The benefits of distribution and decentral-
ization of control and resources – such as
objects, storage, and processing power – are
inherent in the new model of IDC. We cover the
benefits of functionally rich clients in imple-
menting Web services in both symmetrical
(peer-to-peer and grid computing) and asym-
metrical (resembling client/server computing)
application architectures. While powerful
clients offer obvious benefits for individual
users, for the purposes of cooperating on a

common task they can also dynamically form
a powerful union of even global proportions,
such as planetary grids.

In addition to the common building
blocks, IDC embodies a set of fundamental ab-
stractions and mechanisms. 

Resource Virtualization 
A service in the world of Web services is

essentially a form of virtualization of a software
functional component. Services can be adver-
tised and discovered using directories, such as
UDDI, and inspection, such as WSIL. Once dis-
covered, an invoking entity can bind to the
selected service and communicate with its
externally visible functions via protocols such
as SOAP. These concepts can be extended to
hardware to virtualize resources, such as com-
pute cycles, storage, and devices. Each virtual-
ized component can be abstracted as a Web
service that can be advertised, discovered, and
bound. 

This deceptively simple extension trans-
forms the (software) component model into a
distributed component model of immense
power. With its application carried to a logical
extreme, one can envision a planetary-size

pool of composable hardware and software
resources connected via the Internet and
described and accessible using Web-service
protocols and conventions.

Dynamic Configuration and 
Runtime Binding  

Dynamic configuration has several as-
pects that are useful in different application
domains. Its foundation is the ability to per-
form runtime binding of components, as
opposed to, say, design time or link time.
Deferred or runtime binding may be imple-
mented through a combination of  Web-serv-
ice discovery and binding mechanisms. Its
primary benefit is decoupling of the applica-
tion design and execution from awareness of
the underlying system configuration and
physical connectivity. This in turn allows
application portability across a wide range of
platforms and network configurations. It also
allows decoupling of development of users
and providers of services, unlike the tight tan-
dem-development with shared logic inherent
in client/server applications.

Runtime binding also enables desirable
system capabilities such as load balancing (by

FOCUS: P2P MESSAGING 
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binding to a least-loaded service from a func-
tionally equivalent group) and improved relia-
bility (by binding to a service that is available at
time of invocation). 

Finally, runtime binding is a necessary
ingredient for ad hoc and self-configuring net-
works. These are sometimes referred to as
zero-configuration networks, which is how
they appear to users. This capability facilitates
use via automatic peer configurations in sys-
tems with high node-fluctuation rates. 

Resource Aggregation and Orchestration  
The primary purpose of creating a net-

worked, configurable pool of virtual resources
is to be able to dynamically aggregate the
exact collection needed to perform a task at
hand, such as execute a specific application.
Runtime resource aggregation to meet appli-
cation resource requirements implies that
applications are designed in a manner that
allows them to state their requirements or at
least provide hints to the execution system
that enable it to arrive at a reasonably efficient
estimate.

Resource aggregation is already being used
in grid computing and high-performance

cluster configurations. It will also play a key
role in implementing the vision of pervasive
computing with computing resources embed-
ded in the “rich computing” environment.

For this discussion, resource orchestra-
tion refers to control and management of an
aggregated set of resources so that they can
make collective progress towards task com-
pletion. It also includes the communication
and synchronization necessary for coordi-
nation and collating of partial results.
Naturally, following completion of a task,
resources can be released back to the pool
for allocation to other uses. 

Security and Authentication 
Security and authentication, while not

a unique IDC requirement, are necessary
for most applications. Resource sharing
and aggregation across potentially distinct
security domains and levels of trust neces-
sitate protection of both the host and the
guest application. Moreover, application
execution over a collection of components
may require a single system-wide sign-on,
as opposed to unwieldy authentication at
each individual node.

Future Applications
Future evolution of IDC is expected to

include pervasive and proactive computing.
The pervasive computing vision postulates an
order of magnitude greater scale of Internet
“things” – such as sensors, cars, and home
appliances. This requires expanded naming
and addressing schemes, such as IPv6, and
force application designs where intermittent
node availability is a default operating as-
umption, as opposed to a failure mode which is
the prevalent design assumption today.

Pervasive computing is often associated
with the creation of “smart” environments with
embedded computing resources. IDC will
enable mobile users to carry a subset of physi-
cal computer resources that they need to aug-
ment their computational, storage, and UI
capabilities when required by dynamically
aggregating resources found in the environ-
ment. Pervasive and proactive computing
include the notion of real-world awareness via
sensors. Proactive computing also adds the
ability to initiate certain actions automatically
and autonomously based on a specific context,
such as: ambient conditions, user’s intent, pref-
erences, or location. Context may be deduced
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by the system, explicitly designated by the user, or derived through a com-
bination of these. Context awareness can be useful in any system, but it
becomes essential as the number of computing devices operating on a
user’s behalf grows by orders of magnitude in the world of Internet of things.

While not discussed here, emerging hybrid wired/wireless LAN con-
nectivity continues to have significant influence on IDC design. There is
evidence that Web services will be the predominant set of standards gov-
erning e-business and grid computing. By adopting and extending these
standards to the mobile space early,  we hope to accelerate the adoption
of mobile computing and associated technologies by providing a natural
bridge to an information ecosystem capable of engendering advanced
(e.g., proactive) services and virtualized resources. Other factors motivat-
ing IDC design include the desire for efficient use of computing resources
and hiding from users the complexity inherent in managing heteroge-
neous distributed systems. These are evidenced by emergence of utility
computing, autonomic computing, and massively parallel applications
such as peer-to-peer, grid-like formations that aggregate resources from
millions of personal computers.

IDC is poised to accelerate distributed computing on the Internet by
providing an environment to aggregate, discover, and on-demand,
dynamically assemble computing structures (services and resources) for
the task at hand. Its underlying principles are reusable and recursive, i.e.,
they can be “reincarnated” at different scales in sensor networks, home-
area networks (UPnP), enterprise networks, and wide-area networks.
Indeed, IDC will provide a foundation for pervasive computing from
small-scale personal area networks to virtual, planetary-scale grids.
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AmberPoint Joins Web Services
Interoperability Organization

(Oakland, CA) – AmberPoint, Inc., has joined the Web

Services Interoperability Organization (WS-I), demon-

strating the company’s leadership role in Web services

management. AmberPoint will

contribute its experience in distributed computing and

management frameworks,

and assist the WS-I com-

munity in developing tools,

resources, and other 

guidance to support Web services implementations.

The WS-I is committed to promoting interoperability

across Web services platforms, applica-

tions, and programming languages. AmberPoint joins

more than 125 other companies that have become

members of WS-I since its official

launch in February 2002. As a

member, AmberPoint gains access

to tools, materials, and confor-

mance tests that will ensure its

products as well as its customers’

Web services are compatible and interoperable.

www.amberpoint.com, www.ws-i.org.

Jacada Adds Full Web Services 
Support to Jacada Integrator

(Atlanta) – Jacada Ltd. has announced general avail-

ability of Jacada Integrator 3.6, which adds full Web

services support to Jacada’s legacy integration offering.

Without altering the existing application,

the new functionality exposes existing

business logic and data locked up in legacy systems as

open, reusable Web services.

With this new release, Jacada

Integrator offers a risk-free

approach to testing and imple-

menting Web services. Jacada

Integrator provides all the neces-

sary components for creating and using Web services

including the automatic generation WSDL files and a

SOAP listener for invoking the new Web service.

www.jacada.com.

Vultus Launches First 
Browser Application Platform

(Orem, Utah) – Vultus, Inc., has announced the avail-

ability of its WebFace Solution Suite. This product suite,

consisting of the WebFace Browser

Application Platform and WebFace

Studio, is designed to accelerate the delivery of 

enterprise applications over the Web.

The WebFace Solution Suite delivers a Web-based

presentation layer that mirrors the traditional desktop

computing environment and removes many of the

obstacles associated with stat-

ic HTML Web pages. Utilizing

widely accepted industry 

standards, XML, JavaScript, and HTML, the suite ren-

ders full-featured application windows inside a Web

browser. WebFace does not rely on third-party plug-ins

and does not reside locally on the end-user’s machine.

www.vultus.com.

BEA Expands Web Services 
with JAX-RPC Standard

(San Jose, CA) – BEA Systems, Inc., a leading appli-

cation infrastructure software company, has announced

support for a certified implementation of

the Java API for XML-based Remote

Procedure Call, making BEA

the first major application

server provider to adopt the

new standard for Web servic-

es interoperability. Their 

support for JAX-RPC in BEA

WebLogic Server will help developers more rapidly achieve

Web services interoperability across all industry standards

and protocols.

JAX-RPC helps enable quick interoperability between

Web services, regardless of the underlying platform, mean-

ing that Web services can communicate with one another

even if they reside on different platforms or were created in

different programming languages. www.bea.com.

Recursion Software Launches 
C# Rapid DevKit

(Dallas) – Recursion Software, Inc., a provider of soft-

ware development solutions, has announced availability

of its C# Rapid DevKit. The C# Rapid DevKit

includes high-performance enterprise col-

lections and more than 50 advanced data processing

algorithms that reduce .NET development time.

The C# Rapid DevKit

extends the .NET Frame-

work and is compatible with

the ICollection and

IEnumerator classes. It also

includes eleven highly optimized data structures that meet

the needs of the most demanding programmers. With its

time-saving algorithms, C# Rapid DevKit provides devel-

opers with high-performance, full-featured, and easy-to-

use extensions for the basic .NET framework.

www.recursionsw.com.

webMethods Announces Support 
for BPEL4WS Specification

(Fairfax, VA) – webMethods, Inc., provider of integra-

tion software, has announced support for the Business

Process Execution Language for

Web Services (BPEL4WS) specification, created jointly

by Microsoft, IBM, and BEA Systems). BPEL4WS is 

an XML-based language that describes how Web 

service–based business processes interact within 

and between enterprises.

BPEL4WS enables companies to define business

processes and ensure interoperability across the enter-

prise and with business partners in a Web services envi-

ronment. The specification replaces IBM’s WSFL and

Microsoft’s XLANG efforts by combining and extending

the functions of these foundation technologies.

www.webMethods.com.

Cysive Releases Cysive Cymbio 
2.3 Interaction Server

(Reston, VA) – Cysive, Inc., has announced the general

availability of the Cysive Cymbio 2.3 Interaction

Server, an integrated, multichannel Web

services platform that allows enterprises to communicate

and interact with customers, partners, and employees over

multiple communications channels.

An evaluation version of Cysive Cymbio 2.3 is 

available for download at http://cymbio.cysive.com.

This version allows developers to download and install

Cysive Cymbio and develop a sample multichannel

application in less than four hours.

www.cysive.com.
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and most popular public examples of grid
computing is SETI@home. This project
uses the processing power of more than
500,000 personal computers from around
the world in its quest to search for life in
the galaxy. 

Grid computing also reflects changing
ideas about the nature of software, who
owns it, and where it resides. It implements
a service-based software model in which
computing services are configured to meet a
specific set of requirements at a point in
time, executed, and discarded, approaching
the vision of instant computing. 

Broad adoption of grid computing de-
pends on solving technical and economic
concerns, including end-to-end security
and usage metering. These issues will ini-
tially limit the reach of grids to the bound-
aries of an organization. Over time, part-
ner grids will extend enterprise grids to
include external organizations in the
value chain. Service grids represent the
final phase, in which grids are broadly
accepted, making computing resources a
utility similar to water, electricity and gas. 

Software from commercial companies
like IBM, Sun Microsystems, Avaki, and
Microsoft; open source initiatives like
Globus; and proprietary implementations
are used as the building blocks to develop
and deploy grid applications. The grid
infrastructure is a mix of hardware and
software that can be categorized into four
groups: fabric, middleware, tools, and
applications. The fabric consists of hard-
ware and system software such as operat-

ing systems, device drivers, and commu-
nication stacks. Grid applications use grid
tools and middleware components to
interact with the fabric (see Figure 2).

Grids are complex systems as a result
of scope and scale factors. Typically, they
have large numbers of nodes, service
providers, and consumers using different
operating systems and applications on a
mix of hardware. Usage patterns are
unknown, while consistency in the Quality of

Written by Dirk Hamstra
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G
rid computing makes it possible to

dynamically share and coordinate

dispersed, heterogeneous com-

puting resources. Flexibility and ubiquity are

essential characteristics of Web services

technologies such as WSDL (Web Services

Description Language), SOAP (Simple Object

Access Protocol), and UDDI (Universal

Description, Discovery, and Integration).

The Open Grid Services Architecture
(OGSA) combines technologies to unlock
and exploit grid-attached resources. OGSA
defines mechanisms to create, manage,
and exchange information between Grid
Services, a special type of Web service. The
architecture uses WSDL extensively to
describe the structure and behavior of a
service. Service descriptions are located
and discovered using Web Services
Inspection Language (WSIL). By combin-

ing elements from grid computing and
Web services technologies, OGSA estab-
lishes an extensible and interoperable
design and development framework for
Grid Services that includes details for ser-
vice definition, discovery, and life-cycle
management.

Drawing the Grid
Information systems are no longer just

defined by what they can process, but 
also where they can connect to. For exam-
ple, the growing demands for computing
power in simulation and engineering 
design projects, is increasingly satisfied 
by “on-demand” sharing of CPU cycles
and disk space across distributed net-
works. The ultimate goal for these inter-
connected networks, or grids, is to make
IT-power as commonplace and omni-
present as electricity. 

Grid computing can be described as
the coordinated, transparent, and secure
sharing of IT resources across geographi-
cally distributed sites based on accepted
computing standards. The grid endpoints
include both hardware and software com-
ponents such as data, files, storage space,
and application functionality (see Figure
1). Adding resources to a grid can be diffi-
cult today because of the lack of stan-
dards and the implementation method.
Enabling, for example, monolithic appli-
cations to run in a distributed environ-
ment, means overcoming issues such as

network access performance and inter-
face granularity. 

The concept of a grid can be viewed as
an abstraction layer or facade, spanning
distributed computing resources and
enabling virtual collaboration between
people and IT processes. Examples of grid
implementations are found in computa-
tional science, large-scale simulation,
data mining, network-enabled solvers and
collaborative engineering projects. Lower
total cost of computing, access to a broad-
er range of resources, improved flexibility
and reliability are the main benefits of
using a grids infrastructure.

Current grid projects, such as NASA’s
Information Power Grid, The GriPhyn,
and NeesGrid, are mostly created and
operated by universities and government
research institutions. One of the earliest

AUTHOR BIO: 
Dirk Hamstra has over 15 years of experience in senior-level
software development and sales. His area of expertise is
application integration and middleware. He has worked at
IBM, Vitria Technology, IONA Technologies, and as an inde-
pendent consultant.
DIRK-HAMSTRA@ATTBI.COM
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FIGURE 1 Grid endpoints

FIGURE 2 Grid Components
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Service (QoS) of the response time, for exam-
ple, is expected. Finally, service providers and
consumers can be geographically dispersed
and have different objectives regarding service
availability and capability. The OGSA defines a
framework to develop applications suitable to
operate in these large-scale heterogeneous
distributed networks. 

Grids, Services, and OGSA 
From a software-design perspective, a

grid can be viewed as a collection of self-
contained computing services that can be
described, published, located, and in-
voked over any type of network. Services
are location-independent and dynamic,
span multiple computing architectures,
and reach across administrative domains.
The design principles of OGSA reflect a
combination of elements from Web servic-
es and grid computing: 
• Resource virtualization: Each grid com-

ponent is considered a service.
• Standard interface definition mecha-

nisms: Enabling multiple protocol bind-

ings and transparency between local or
remote services.

• Standard foundation services: Defining
service semantics, reliability and securi-
ty models, and core functions such as
life-cycle management, or discovery.

• Implementation independence: Support
for multiple development languages and
hosting environments including Java,
COBOL, C, J2EE, CICS, and .NET.

Since a grid consists of both existing and
new hardware and software, multiple varia-
tions of communication protocols, security
schemes, and transaction management sys-
tems exist and cooperate at the same time.
Today’s grids tend to be a patchwork of pro-
tocols and noninteroperable “standards”
and difficult-to-reuse “implementations.”
The OGSA uses Web services technologies
like WSDL, SOAP, and WSIL to abstract plat-
form and implementation differences, giv-
ing transparent access to grid services. 

OGSA is an extension and a refinement
of a Web services architecture. It describes

a system that normally consists of a few
persistent and potentially many transient
services. The architecture defines basic
service behavior including fundamental
semantics, life-cycle management, and
discovery. Also included is a framework
for fault resilience, security, and transac-
tion management.

The services specified in OGSA can be
persistent and time limited, supporting
delegated authentication credentials using
heterogeneous communications protocols.
These characteristics are significantly dif-
ferent from the common Web services
model in which services are persistent,
allowing anonymous communication over
HTTP using SOAP. Transient, short-lived
services, dynamically created and destroy-
ed, are an essential component of a grid.
Examples include: interfaces to the states
of distributed activities, data analysis, and
streaming video. Much of the work in
OGSA deals with the implications of tran-
sient service instances on management,
naming and discovery. 

Fundamental to OGSA are WSDL and
interfaces for dynamic discovery and life-
cycle management for a specific type of
Web service – a Grid Service. WSDL con-
ventions and extensions are used to
describe and structure services, while
core service activities are expressed using
WSDL interfaces and behaviors. Every
Grid Service instance has a unique and
immutable name called the Grid Service
Handle. Lifetime management is provided
by mandatory support for the operations
Destroy and SetTerminationTime.

WSDL in OGSA 
WSDL enables the creation of “tightly con-

tracted/loosely coupled” systems, separating
interface, binding, and implementation. The
binding component is further divided in trans-
port, the mechanism used to flow bits from A
to B, and encoding, how information is com-
municated from one system to another. This
allows for the separation of concerns for build-
ing, hosting and accessing services. A service
provider can be developed in C++, hosted on
zOS, accessed by a Java application running on

Solaris, using SOAP over MQ-Series. WSDL
defines the service functionality and an access
path or on-ramp to invoke it (see Figure 3).

OGSA introduces the following extensions
to WSDL: 
• serviceType: Used to describe aggregated

families of services defined by a collection of
ports of specified types

• serviceImplementation: Represents the
implementation of the actual code 

• instanceOf: Maps the service description of
the actual instance

• compatibilityAssertion: Associates equi-
valent interface elements and imple-
mentations 

A basic WSDL instance document only
describes that a service implements a port
with the given interface; there is no infor-
mation about what the service does with
that port. The OGSA extensions allow the
naming of families of services that have
identical semantics and to assert that a
particular service implements these
semantics. The role of the compatibility-
Assertion is to declare that two elements

with the same underlying type are indeed
compatible even if they have different
names. As a result, the clients of the serv-
ice understand its behavior. Figure 4 illus-
trates how the WSDL extensions relate to
each other. 

GridService 
A Grid Service is a WSDL-defined serv-

ice that follows a set of conventions relat-
ing to its interface definitions and behav-
iors. The specification details how clients
create, discover, and interact with a Grid
Service. Note that OGSA doesn’t address
the actual creation, management, and de-
struction of the server component in a par-
ticular hosting environment. This means
that Grid Services may not be portable
across hosting environments but any
OGSA-compliant client can invoke them.
Three characteristics separate a Grid Ser-
vice from a regular Web service:
1. A Grid Service is an instance of a service

implementation of a service type, a col-
lection of specific interfaces. 

2. The instance implements a Grid Services
Handle. This is a Uniform Resource In-
dicator (URI) for the service instance and
is bound to a Grid Service Reference
(GSR). The GSR is similar, for example, to
the Interoperable Object Reference (IOR)
in CORBA and contains the necessary in-
formation to bind and use the service.
The HandleMap interface is used to map
between the GSH and GSR. Introducing
the GSR in the specification allows the
separation of the service name from the
service implementation, facilitating serv-
ice evolution such as “non-stop” service
upgrades. 

3. The instance also implements a port
called GridService supporting three
operations:
• FindServiceData: Allows a client to

discover information about the ser-
vice’s state, execution environment,
and additional semantic details not
available in the GSR. It is a form of re-
flection used by the service consumer
to learn more about the service.

• Destroy: An operation to explicitly
destroy an instance

• SetTerminationTime: A method to ex-
tend the lifetime of a service

In addition to the required GridService
port, OGSA also defines additional, optional

W S J  F e a t u r ee

FIGURE 3 WSDL Service Contract

FIGURE 4 Relationship of WSDL extensions
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service ports. These interfaces define proper-
ties commonly required by distributed sys-
tems, such as messaging, discovery and reg-
istration, instance creation, and full life-
cycle management. 

The NotificationSource and Notifi-
cationSink ports handle messaging. This is
a simple publish-subscribe system similar
to Java’s JMS, using XML messages. Exis-
ting messaging systems such as TIBCO or
MQ Series can also be used to implement
the service. Error notification, application
monitoring, and dynamic discovery of
services are areas where the Notification
ports are useful (see Figure 5). 

The Registry port is used to bind the
metadata of Grid Service instances, identi-
fied by their GSH, to a registry. The registry
is a particular type of Grid Service that
maintains a set of Grid Service Handles and
policies associated with the collection.
Extracting information from the registry
service is done using the FindServiceData
method on the GridService port. This
method always supports the XPath query
language and returns a WS-Inspection doc-
ument containing the GSHs of a set of Grid
Services. Unfortunately, there is no port
type defined to add or remove bindings to
and from a service. As a workaround, the
notification system can be used. 

Instances of a Grid Service can be cre-
ated via a factory or manually. Similarly,
they can be destroyed via soft state termi-
nation or explicitly. The factory interface
operation CreateService can create tran-
sient application service and supports
reliable service instantiation (once-and-
only-once). Interaction with the factory
requires creation-lifetime information
and can be extended to include an XML
document describing service-specific
creation parameters. The interface
returns a GSH that uniquely identifies the
instance over time. The soft-state lifetime
management support avoids clients hav-
ing to tear down services and prevents
resource “leaks” in hosting environments. 

Implementations hurdles 
and future

From a technical perspective, OGSA is
critical to streamlining and accelerating
the creation and deployment of grid
applications. The architecture unifies
existing grid development approaches
and is extensible from a technical per-
spective to incorporate future develop-
ments. However, to expand the reach of
grid applications beyond the level of a
single enterprise the OGSA needs to more
thoroughly address issues concerning: 
• Use of WSDL extensions
• Definition and use of service ports 
• Heterogeneous, end-to-end, security 
• Grid Service manageability 

The extensibility of WSDL has implica-
tions for interoperability with existing
WSDL clients and servers. Full interoper-
ability and accommodation of non-OGSA
WSDL clients by grid servers will accelerate

the adoption of the
extensibility elements.
This is important since
the handling of exten-
sions is spotty at best in
most current toolkits. 

Discovery and life-
cycle management de-
serve a separate inter-
face. In the current
OGSA specification, the
services are combined
in GridService. These
services perform dis-
tinct roles and are used

in different ways. For example, discovery of
grid services can be open to anyone, while
instantiation and destroy operations require
a secure, authenticated connection.

Addressing concerns around authenti-
cation, authorization, and trust relations
is essential for grid implementations
across organizational boundaries. The
OGSA should include provisions for “plug-
gable” security mechanisms that can be
discovered by the client using a service
description. Service providers, in turn,
can plug in a security architecture that fits
their infrastructure for Grid Services. 

Currently, the OGSA does not indicate
how resources are exposed or, in an
operational setting, how large sets of
Grid Service instances can be monitored
and managed. Grid Services are com-
monly subject to service level agree-
ments that define specific availability,
performance, and reliability characteris-
tics. Without agreement on how to
instrument and manage, for example,
serviceType and portTypes, it will be
next to impossible to manage heteroge-
neous grid applications. 

Conclusion
OGSA brings utility-based computing

a step closer, and allows the development
and deployment of standards-based Grid
Services today. The combination of Web
services and grid computing virtualizes
networked resources using common
computing standards, making them ac-
cessible to a larger audience. To extend
the reach of the architecture and maxi-
mize its potential benefits, additional ser-
vices, such as security and management,
need to become an integral part of the
specification.
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The emergence of service-oriented
architectures (SOAs) is an exciting

development, providing a springboard
for the advancement of flexible, dy-
namic distributed computing solu-
tions. For those not familiar with SOAs,
you can think of them as loosely cou-
pled pieces of applications that are
published, consumed, and combined
with other applications over a network.
These are in contrast to existing, tight-
ly coupled distributed computing plat-
forms (such as CORBA, DCOM, or RMI)
in that they offer dynamic discovery
and binding of application functional-
ity through service descriptions that
provide the details on what a given

piece of an application does and how its services can be accessed.
Sounds a lot like Web services, doesn’t it?

Well, Web services represents a form of SOA that is currently
making its mark on the IT industry. It is a distributed computing
technology that enables flexible, dynamic integration of applica-
tions across a network. I’d like to explore what Web services repre-
sents to distributed computing, and look at what the broader cate-
gory of SOAs might offer.

Let’s first review the key benefits of distributed computing. In a
distributed environment you can move portions of an application
under the control of the group responsible for its associated
resources. An obvious example would be an inter-enterprise applica-
tion (e.g., ERP) that spans the control domains of multiple companies.
You might also wish to leverage distributed computing for load bal-
ancing or failover of your applications. Additionally, in a mobile appli-
cation you might want to move portions of your application closer to
the user, where they will run efficiently. Finally, you may wish to
enable peer-to-peer sharing of information or computing resources.
In short, distributed computing architectures represent the varied
relationships among users and computing resources.

Existing distributed computing platforms have realized many of
these benefits. However, the platforms that came before service-ori-
ented architectures tended to be monolithic (despite their object-
oriented approach), inflexible, and complex. Developing applica-
tions on these systems required expertise in complex programming
models, and these systems did not lend themselves to interoper-
ability with other platforms. Often, these platforms restricted the

distribution paradigms that could be supported (e.g., lack of peer-
to-peer support).

So, isn’t that what the buzz around Web services is all about? Freed
from the shackles of tightly coupled distributed computing platforms,
IT organizations can harness the dynamic capabilities of Web servic-
es to achieve their aims, supporting n-tier and P2P architectures. Well,
yes, sort of. In the realm of application integration, this is certainly
true, but distributed computing is about so much more than applica-
tion integration.

The full potential of SOAs is to more flexibly enable distributed
computing at the subapplication, or component, level. Web services
that you see in the near future will still suffer from many of the same
limitations as tightly coupled platforms because they will continue to
be built on these platforms. J2EE and .NET-based Web services will
present dynamic service interfaces to monolithic, statically deployed
applications.  And that’s fine at the application integration level.

But I expect to see SOA-based distributed component systems that
offer the advantages of a service-based architecture at a finer granu-
larity within the applications. Here’s what I think this will look like.
First, we will be able to dynamically deploy portions of applications
on the network. Imagine having an application component follow a
user around a network, from mobile device to PC to wherever. You’ll
instantiate components when they’re needed, where they’re needed.

Next, we’ll have a location-sensitive communication infrastruc-
ture with the intelligence to determine the most efficient means of
communication, whether that is direct access to a component service
interface on the same system, or an efficient message transport for
communication within an enterprise, or SOAP communication for
inter-enterprise communication.

You’ll be able to update components on the fly to support true,
incremental application upgrades. Unlike today’s monolithic object-
oriented designs, where components cannot be readily replaced
without application disruption, SOAs enable dynamic upgrades of
portions of an application.

An SOA-based approach will enable the flexibility of both P2P and
n-tier application architectures to support the natural use pattern of
the distributed application.

Web services is a distributed computing technology that is ideal
for interconnecting applications across disparate platforms, but it
only scratches the surface of the potential for leveraging SOAs for
enabling component-level distributed computing. While we should
embrace Web services for what they’re capable of achieving, we
should be pushing the advance of SOAs to take us to the next step in
the evolution of distributed computing. 
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